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Foreword

As engineers, we look to understand the systems 
around us, and their components, and to consider 
what could possibly go wrong. The critical next step 
is to discuss how we can make it better: to identify 
the layers of protection and mitigations that can be 
put in place to reduce risk. Safety and security are 
paramount, especially where there is potential for 
casualties, loss of life, and environmental damage. 
Engineering systems haven’t always been safe; we’ve 
learned from tragedies and continuously seek to 
design safer systems and improve our practices by 
creating a culture that is open about near misses 
and enables others to learn from them too.

Assessing risk at an engineering plant or global 
company is inherently different to assessing the 
risks facing a country. However, by taking a systems 
approach to the review, and taking the time to 
really understand the different user perspectives, 
we have been able to exchange ideas and good 
practice from different domains and provide 
recommendations to strengthen our national risk 
assessment methodology.

This review has been an opportunity to learn from 
a diverse range of industry sectors, academia, and 
government. Through these conversations and case 
studies, we have been able to draw out crosscutting 
themes, such as facilitated collaboration, the 
active exploration of uncertainty, transparency 
of assumptions, and openness to challenge from 
different perspectives. These themes are woven 
through the Academy’s seven principles for good 
practice.

The principles can be considered for use by others, 
including industry, to test their risk management 
processes, training, and dissemination of the 
information in their organisations. Consideration of 
the case studies, and how they relate to alternative 
situations, will bring insights from different 
perspectives.

Implementing these principles will not necessarily 
be easy, as risk, resilience, and organisational culture 
are closely intertwined. With the lived experience of 
the COVID-19 pandemic, now is the time to foster a 
resilience-oriented culture that drives action to make 
the UK a safer, more prepared nation for everyone.

I’d like to thank the Academy policy team, the 
project quorum, external reviewers, and all of the 
contributing stakeholders for enabling us to bring 
together such a comprehensive analysis of the 
National Security Risk Assessment methodology 
and well-evidenced proposals for improvement. 
We stand ready to help bring the experience of 
engineers to the business of implementation.

Professor Joan Cordiner FREng FRSE 
Chair of the Royal Academy of Engineering NSRA 
Methodology Review Quorum
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Executive summary

The Academy is the UK’s National Academy for engineering and technology. 
It provides progressive leadership for the engineering community and delivers 
independent expert advice to government built upon the knowledge within 
our Fellowship and networks.

In January 2021, the Cabinet Office’s Civil 
Contingencies Secretariat commissioned the 
Academy to undertake an external review of 
the methodology behind the National Security 
Risk Assessment (NSRA). The NSRA outlines 
and assesses the most significant risks facing 
the country and informs plans to mitigate those 
risks. This report sets out the lessons learned 
from an engineering perspective on the UK’s risk 
assessment methodology.

Risk assessment is highly interdisciplinary, and 
we believe there are valuable lessons that our 
engineering review can contribute. Engineers are 
trained to examine complex systems, assess risks 
and their propagation, and construct systems 
for safety and resilience. Building upon the 
Academy’s existing work on risk and resilience1 
and our Fellowship’s cross-sector experience, we 
examined a range of practices from industries such 
as nuclear and chemical and explored a breadth 
of risks close to engineering, from cyber threats 
to flooding. Through case studies and interviews 
with major private and public sector risk owners, 
we drew out lessons relevant to risk owners of 
all types and focused on techniques for scenario 
design, exploring interdependencies, and building 
organisational resilience. Through this research, 
we developed a set of principles for good practice 
that direct organisations to employ a joined-up 
approach to risk assessment that strengthens 
resilience in practice, helping to build toward the 
government’s goal of “making resilience a national 
endeavour, so that as a country is we are prepared 
for the next crisis, whatever it might be”.2

The NSRA is the government’s biennial 
assessment of the top hazards or threats that 
could feasibly cause significant harm and 
disruption to the UK. It is developed through 
a cross-government exercise that collates 
information on what reasonable worst-case 
manifestations of these risks might look like and 
assesses their likelihood and potential impact. 
Government departments and local resilience 
forums then use this information to create 
response plans and build response and recovery 
capabilities.

Resilience describes the ability to anticipate, 
assess, prevent, mitigate, respond to, and 
recover from hazards, threats, disruptive events, 
and civil emergencies.
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Executive summaryExecutive summary

Lessons from the review

Scenario-building techniques can be used to 
actively explore uncertainty. These techniques are 
invaluable in understanding the broad impacts 
of risks, allowing for more strategic, least-regrets 
planning. Scenario-building methods such as ‘red 
teaming’ and ‘grim storytelling’ can help identify 
different facets of risk, help overcome individual 
biases, and build decision-making capability for 
managing risks as they arise and change. These 
techniques often use participatory exercises 
and workshops that may be accessible to many 
organisations.

Methods used to explore interdependencies 
highlight the links between risks, identifying 
cascades or unforeseen secondary impacts, 
which can then be mitigated against. Many 
of the interdependency case studies in this 
report rely on modelling and data analysis, 
which may require specialist skills; however, 
interdependency mapping can also be achieved 
through participatory exercises that bring together 
a diverse set of stakeholders. These exercises 
reinforce relationships between stakeholders 
outside of crisis times for better resilience and 
emergency response. Furthermore, they encourage 
stakeholders to consider interdependencies more 
widely in their work.

By defining a risk appetite and fostering a culture 
of resilience thinking, organisations can begin 
to manage uncertainty itself rather than specific 
manifestations of risk. Joined-up approaches that 
look at the whole system are needed to engage 
with interdependencies and strengthen links 
across the risk and resilience landscape. However, 
embedding a joined-up approach across an 
organisation requires buy-in from stakeholders and 
may require significant resources.

Call to action

We are calling upon all those with a stake or 
responsibility in risk management to reflect 
upon the extent to which the following 
principles for good practice are incorporated 
in their risk assessments, and to act upon 
them. All organisations, both in industry and 
government, need to consider how their risk 
assessment processes translate into action and 
prepare them for a broad range of impacts. Risk 
assessments should be clearly communicated 
to and challenged by diverse stakeholders 
so that dependencies and vulnerabilities can 
be identified, understood, and planned for, 
increasing our societal resilience to a wider 
range of risks.

Principles for good practice

1. Ensure a joined-up approach
Building a shared understanding of risk and 
resilience activities across organisations can provide 
opportunities for collaboration so that prevention 
and mitigation strategies deliver greater resilience 
than individual actions.

2. Encourage participation and  
communicate clearly
Collaboration is critical when building networks 
for fast response to emergencies. Bringing 
diverse stakeholders together can help identify 
interdependencies, groups facing disproportionate 
impact, or cascades of consequences that one 
person, team, or department alone might not 
anticipate.

3. Focus on impact
Decision-making should be driven by impact 
and preparedness – linked to capability across 
prevention, mitigation, response, and recovery – 
with less focus on likelihood.

4. Explore interdependencies
By bringing together risk owners from different 
parts of the system with a variety of experiences 
and expertise, interdependencies can be uncovered 
and planned for that may not be revealed when 
risks are assessed in isolation.

5. Consider a range of scenarios
Considering multiple scenarios can help with 
robust planning and in identifying a range of 
different response capabilities that might be 
needed. It also supports the exploration of 
cascading risks and consequences with systematic 
impacts.

6. Embed new data and metrics
Data is vital in informing likelihood and impact 
assessments, providing early warnings, and in 
monitoring unfolding emergencies, but confidence 
in the data must be high and models must be 
carefully evaluated and paired with real-world 
information. 

7. Review based on need
The timeline for assessing risks should be set 
based on need – how sensitive those risks are to 
technological and societal changes – rather than 
on a standard time interval. Assessments should 
be responsive to any change in the provision of 
mitigations, and reviews should incentivise long-
term planning.
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1. Introduction

Organisations manage risk every 
day, and those risks evolve as society, 
technology, and the environment 
all change. In an increasingly 
interconnected world, local, national, 
and global disruptions can have 
unforeseen impacts that can be 
challenging to prepare for. This report 
aims to address these challenges by 
bringing resilience to the heart of the 
risk dialogue. It highlights examples 
of good practice in risk assessment 
from across sectors and proposes a 
set of principles for good practice 
that organisations can use to build 
resilience into their assessment 
practices.

This report builds upon an earlier review, 
conducted by the Academy, of the methodology 
behind the government’s NRSA (see Context, 
below). In producing that review, we built a deep 
understanding of risk assessment practices through 
developing case studies and interviewing risk 
owners from a broad range of industries. This report 
draws together the evidence and lessons learned 
from the review, showcasing examples of good 
practices relevant to all those who play a role in 
assessing, managing, and responding to risk across 
industries, government, and beyond.

Within the broad field of risk assessment, the 
evidence presented in this report focuses on (1) 
good practice in relation to scenario development, 
(2) interdependency mapping, and (3) embedding 
resilience thinking. Each of these three themes is 
explored in detail through case studies, discussion, 
and consideration of their key takeaways. The 
remainder of this section gives a brief overview of 
each of these themes.

Context

Building on our report Critical capabilities: 
strengthening UK resilience,1 the Royal 
Academy of Engineering was commissioned 
by the Cabinet Office’s Civil Contingencies 
Secretariat to undertake an external review of 
the methodology behind the 2019 NSRA. The 
NSRA is “a classified document which lists and 
assesses the impact and likelihood of the most 
serious risks facing the UK and its interests 
overseas”.2 It is produced in conjunction with 
all risk-owning departments and agencies. 
The Civil Contingencies Secretariat, part of the 
Cabinet Office, is responsible for coordinating 
the biennial production of the NSRA and the 
public-facing National risk register (NRR).3 

The NSRA and NRR facilitate critical risk 
management and contingency planning 
at national and local levels, providing an 
evidenced picture of risk that aids decision-
making and proportionate provision of response 
capabilities.

The methodology used to produce the NSRA 
has evolved over time. The Academy examined 
the methodology used for the 2019 iteration 
of the NSRA, making recommendations 
for application in the 2021/22 NSRA cycle. 
The review focused on several key themes: 
scenario design; concurrent, compound, and 
interdependent risks; assessment timescales; 
and cross-cutting issues such as the use of data, 
diversity and inclusion, and processes for input 
and expertise. Our review of the 2019 NSRA 
methodology took a user-centric approach 
to ensure that any proposed changes would 
best meet user needs; the review methodology 
is outlined in Annex II of this report. The 
understanding we built of the 2019 NSRA 
through this approach is outlined in Annex III, 
while the specific recommendations we gave 
for the NSRA are given in Annex IV, respectively. 
Many of these recommendations were 
implemented for the 2021/22 NSRA cycle.4 

Actively exploring uncertainty through building 
scenarios is invaluable in understanding risks and 
the breadth of their impacts, allowing for more 
strategic, least-regrets decision-making. Scenario 
development can be used to build decision-
making capability for managing risks as they arise 
and change. Analysis of near misses, ‘foresighting’, 
and horizon-scanning methods can be brought 
together to build a picture of emerging risks and 
to identify trigger points for mitigating action. The 
case studies in Section 2.1 of the present report 
show how methods such as red teaming and grim 
storytelling can help identify different facets of risk 
and help overcome individual biases.

The case studies in Section 2.2 illustrate the benefits 
of techniques that are used to bring stakeholders 
together to understand interdependencies. 
These methods help to raise awareness of the 
links between risks, build relationships between 
stakeholders, and identify disproportionate impacts 
or cascades of consequences that one person, 
team, or department alone might not be able to 
anticipate. They further encourage stakeholders 
to consider interdependencies elsewhere in their 
work. Interdependency mapping exercises can also 
assist when considering how chronic and acute 
risks may interact or potentially compound each 
other.

To consider resilience holistically, it is not enough to 
simply understand a risk and its different possible 
manifestations. This understanding must be 
translated into action across prevention, response, 
mitigation, and recovery to reduce vulnerabilities 
at all levels. The resilience thinking case studies 
in Section 2.3 explore how organisations define 
a risk appetite and build collaborative cultures 
that embed resilience in their thinking, preparing 
to manage uncertainty rather than specific 
manifestations of risks.

Building upon this evidence, this report 
identifies seven principles for good practice in 
risk assessment, presented in Section 3. These 
principles are designed to be applicable to risk 
assessment methodologies across all sectors and 

to aid organisations in evaluating their current 
practices. They are given alongside implementation 
considerations for risk owners looking to act upon 
them. In addition, we present an alternative 
approach, in Annex I, that considers how all these 
principles might be brought together holistically. 
We include a call to action for these principles to 
be embedded in organisational risk practices to 
improve resilience.

Introduction
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2. How is risk managed?

Risk management is an established discipline. A range of qualitative and 
quantitative approaches for exploring the risk of threats and hazards are in 
use across industry, academia, and in public policymaking. Our review of the 
2019 NSRA specifically examined challenges pertaining to scenario design, 
mapping interdependencies, assessment timescales, the use of data, diversity 
and inclusion, and the processes for input and expertise. We explored these 
challenges through a set of 17 case studies (Case studies 1–17) which were 
identified and developed through structured interviews, expert input, and desk 
research. Each case study is context specific, often developed for a particular 
purpose or to answer specific questions. Together, they gave valuable insight 
into the application of different methods and the lessons that had been learned 
in practice. The following sections present these case studies under the themes 
of building scenarios, understanding interdependencies, and embedding 
resilience thinking.

Building scenarios
‘Scenario building’ describes a suite of techniques 
used to develop ideas of what might happen in the 
future.5 In the case of risk assessment, scenarios are 
useful in identifying risks and exploring uncertainty, 
consequences, and interdependencies. Often, 
scenario work focuses on realistic but extreme, 
or worst-case, scenarios – terms that are defined 
by the specific user or organisation. For the 2019 
NSRA, building reasonable worst-case scenarios 
(RWCSs) is an integral part of the methodology. 
Scenario building is also an established part of 
other countries’ national risk assessments,6 and is 
used across industries, organisations, and industrial 
processes too. Scenarios provide context to 
manifestations of risk and are used to quantify the 
impact and likelihood of those manifestations for 
comparison. They are not, however, predictions and 
are often subject to significant uncertainty.7

In addition, scenarios are used as foresighting tools 
to explore uncertainty, from user design testing 
through to the future-proofing of infrastructure.8,9 
They can be used to help refine strategic thinking 
or as the basis of practical exercises, such as 

wargaming, to test skills, experience, and the ability 
of decision-makers to respond to future threats. This 
section explores effective applications of scenario 
building through case studies under three themes:

Decision-making and uncertainty 
Case studies 1, 2

 

Beyond the foreseeable 
Case studies 3, 4, 5, 6

 

Exploring variation 
Case study 6

 

Following the case studies and examples, a set of 
key takeaways for scenario building is outlined, 
including the benefits, challenges, and limitations.

Decision-making and uncertainty

Scenarios used to support decision-making are 
often represented by two ‘axes of uncertainty’ – 
typically, likelihood and impact – and presented 
as a matrix. To ensure this matrix is meaningful, 
the uncertainty of each axis needs to be clearly 
defined.10 Defining uncertainty should be an 
exploratory process: first, identifying the wide 
range of internal and external uncertainties, and 
then prioritising those that may pose the most 
significant opportunities or risks.

Questions such as “What are the drivers of change?”, 
“Which drivers are most important?”, “What do the 
axes of uncertainty need to communicate?”, and 
“Who is important?” may be useful. It can be helpful 
to ask decision-makers to define what is important, 
or to explore what would cause the greatest regret, 
and adjust the focus of this activity accordingly.

Robust scenarios often pull together significant 
amounts of data and sometimes use modelling to 
project into the uncertain future. However, looking 
beyond the present situation may require expert 
input and carefully defined scenario boundaries 
when examining variation across future pathways. 
With both modelling and expert input, it is crucial 
to ensure assumptions, limitations, and biases 
are well understood in order to give confidence 
in the validity and value of generated scenarios. 
Case studies 1 and 2 both demonstrate methods 
for building detailed scenarios that help future-
proof decisions by creating business cultures that 
recognise uncertainty, enabling long-term strategic 
and least-regrets decision-making.

Case study 1 – Shell Scenarios 
Shell Scenarios have been developed as a tool 
with which to envision the future. They stretch 
individual and organisational thinking by asking 
“What if?” questions that test the boundaries 
of their thinking. The scenarios are a bank 
of plausible but challenging descriptions of 
potential futures, developed through extensive 
engagement with a diverse set of experts, that 
are intended to support strategic decision-
making and ensure a balanced and resilient 
view at times of significant yet uncertain 
change.11 These scenarios are developed based 
on the business need; understanding the 
purpose and types of decisions the scenarios 
inform, as well as the timescale, is viewed as 
crucial. For example, three long-term views, 
up to 2100, focus on energy and climate 
change. Shorter-term scenarios have also 
been produced following key events, such as 
COVID-19, to explore the dynamics of the crisis 
and to ensure that the business maintained a 
balanced view for decision-making.

Case study 2 – National Grid ESO Future 
Energy Scenarios 
National Grid Electricity System Operator’s 
(ESO’s) Future Energy Scenarios (FES) presents 
four scenarios for energy demand and 
generation from now to 2050, highlighting the 
range of credible pathways for the evolution 
of the UK energy system and informing many 
processes, including low-regrets decision-
making and network investment decisions, 
at the national and local levels.12 The four 
scenarios present a range of progression toward 
net zero, exploring variation across “speed of 
decarbonisation” and “level of societal change” 
parameters. They are based on a combination 
of top-down and bottom-up modelling that 
draws together a broad range of data sources 
and extensive stakeholder engagement and 
open consultation to reflect the market view, 
societal trends, policy, and technological trends 
that are likely to affect energy demand and 
supply.

How is risk managed?



Building resilience:
lessons from the Academy’s review of the National Security Risk Assessment methodology

Royal Academy of Engineering10 11

Beyond the foreseeable

In a fast-changing world, it can be challenging 
to imagine those scenarios for which there is no 
historical precedent. Where the risk is distant, 
extreme, or difficult to imagine, methods used to 
think about risk and build preventative, mitigative, 
or response capability need to consider optimism 
bias to ensure it is avoided.13,14 Techniques exist to 
facilitate these discussions and explore the limits 
of imagination. For example, disaster scenarios can 
be developed by drawing on an understanding of 
the whole system and exploring the impacts of a 
failure at key points, as described in Case study 3. 
Alternative scenario outcomes can also be explored 
through “What if?” analysis (see Case study 6).

Case study 3 – KPMG realistic 
cybersecurity scenarios  
This assessment of cybersecurity risk was carried 
out to help an insurance provider understand 
and manage their exposure to a systemic risk 
of cyberattack. It was used to inform decisions 
on diversification of their insurance portfolio 
(reinsurance) and ensure confidence that, if a 
major, systemic cyber event were to occur, the 
financial reserves of the insurance company 
would not be exceeded by the cost of the 
damages. Severe but plausible ‘realistic disaster 
scenarios’ were developed from seven generic 
cyberattack routes. They explored what could 
go wrong and the resulting impacts, as well as 
focusing on points where risk might aggregate. 
Different assessment methods were used, 
depending on how far reaching the threat 
was perceived to be. Predictable threats were 
mathematically modelled based on past events 
and the effectiveness of the controls that were 
put in place. Logical but unrealised threats 
were explored with a creative brainstorming 
process. Severe and unpredictable threats were 
explored based on impact and response.

There is also evidence that scenario-based training 
and learning can support rapid knowledge transfer 
between different roles, improving planning and 
response capability.15 Developing scenarios is a 
means to understand risk and uncertainty, but also 
to develop a particular skillset and practice for crisis 
management – as exemplified in Case study 3 and 
Case study 4.

Case study 4 – Grim storytelling 
‘Grim storytelling’ is a structured imagining 
of narrative, real-time situations in which 
all options available result in a negative or 
undesirable outcome. Through brainstorming, 
focus groups, analysis of past events, and 
creative exercises to stimulate lateral thinking, 
decision-makers explore what could have been 
done differently, and how the risks and benefits 
would have changed. This immersive process 
is intended to be carried out in short, regular 
sessions to encourage interactive learning 
and enable people to make decisions when 
faced with the unexpected and incomplete 
situational awareness.16 Throughout, it is 
important to maximise the utility of narrative 
learning, leveraging ambiguity and uncertainty 
in scenarios to push learners to gain novel 
insights and expand their ‘experiences’ – 
increasing the repertoire they can draw on in 
the ‘real world’.

How is risk managed?How is risk managed?

While developing and exploring scenarios, it is 
important to remain aware of people’s cognitive 
biases. Individuals and teams can have biases, 
beliefs, and flaws in logic that can lead to key 
information being missed or dismissed, leading to 
flawed decisions. Red teaming is an approach to 
assist teams to stress test and uncover those biases 
and limitations, as outlined in Case study 5.

Case study 5 – Red teaming 
‘Red teaming’ is the application of a range 
of creative and critical thinking techniques 
to complex problems.17 A ‘red team’ has the 
objective of subjecting an organisation’s plans, 
programmes, and assumptions to rigorous 
challenge. It provides an independent and 
structured scrutiny that can enable a thorough 
analysis of the facts and lead to more informed 
decision-making. This approach can help 
uncover biases, challenge assumptions, 
identify flaws in logic, widen the scope, identify 
alternatives, and stress test plans. Techniques 
can be adapted to the project, but often include 
phases of information gathering, sense-making, 
decision-taking, and planning.

Exploring variation

Scenarios can be a useful tool to explore alternative 
futures; however, it can be challenging to capture 
all possible variation and uncertainties will 
inevitably remain. Providing structure to how 
uncertainty is explored allows for a systematic 
way to ensure that the different variables are 
considered and to sense-check scenario outcomes. 
One example of this is through “What if?” analysis, 
described in Case study 6.

Case study 6 – ‘What if’ analysis 
“What if?” analysis is a specific example of red 
teaming. It uses systematic, multidisciplinary 
team activities and structured brainstorming to 
identify “What could possibly go wrong?” and 
the associated consequences. “What if?” analysis 
begins with a problem statement and then 
imagines the losses and gains that may result. 
From these, associated risks can be identified 
and evaluated based on their relevance 
and balance.18 This type of analysis is a well-
established technique in the chemical industry, 
used to identify major issues and encourage 
a conversation about the acceptability of the 
risk.19 

Nightingale Hospital in the Manchester Central Convention Complex © thisisjude.uk 2020
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Key takeaways

In many organisations, scenarios are a critical 
tool used to bring stakeholders together and 
to consider uncertainties. The case studies in 
this section present different uses of scenarios, 

depending on the questions that need to be 
answered and the complexity of the problem. 
Across the case studies, several key takeaway 
messages have been identified, as summarised in 
the following table.

Benefits Challenges and limitations Considerations for scenario 
development

 Generating multiple 
scenarios enables low-
regrets and strategic 
decision-making where 
there is uncertainty. They can 
also encourage indicators 
of change or triggers for 
action to be monitored as a 
situation evolves over time.

 Scenarios provide a way 
to explore uncertainty in 
different dimensions and 
come to a collective opinion 
about what is important.

 They are a mechanism to 
bring together different 
stakeholders with different 
perspectives to explore 
the breadth of impact. 
This can build a culture 
of understanding about 
the uncertainties and 
provide scrutiny of implicit 
assumptions.

 Developing scenarios can 
be a mechanism to upskill 
responders as building an 
understanding of what 
could possibly go wrong can 
enhance decision-making 
capabilities in times of crisis.

 Robust scenarios can be 
resource intensive, requiring 
large amounts of data and 
expert elicitation.

 Where data is unavailable, the 
results may be perceived as 
unrealistic.

 The number of scenarios 
explored can result in user 
assumptions about whether 
one is more probable, or 
whether these represent the 
only likely variations of futures.

 In order to encourage 
exploration, likelihood is not 
typically considered as part 
of scenario development. In 
fact, for a detailed scenario, it 
may be almost impossible that 
it would occur in that exact 
form.

How is risk managed?How is risk managed?

 What is the purpose of the 
scenario? What decisions will 
they inform?

 How will different parameters 
affect the outcome?

 Who should be involved? 

 What challenge, external 
input, and review can be 
brought in to ensure the 
scenarios are robust and to 
minimise risk of groupthink?

 How can the scenarios inform 
preparedness and response 
capability?

 Where should the scenario 
boundary be drawn? Can 
interdependencies be 
considered?

Understanding 
interdependencies
Hazards and threats do not exist in a vacuum. 
Interdependencies exist across all systems, in 
the form of physical, digital, geographical, or 
organisational links that enable the transfer 
or sharing of risks, failures, or mitigations.20 
Interdependencies may be simple – for example, 
between the production and the availability 
of raw materials – or highly complex, such as 
between raw material availability and geopolitics. 
Interdependencies are a precondition for 
cascading risksi or unintended consequences. 
An understanding of interdependencies is 
critical for organisations seeking build resilience. 
Interdependencies may exist:
• between risks – for example, rainfall may trigger 

flooding and landslides
• between systems – for example, flooding may 

hinder transport services, or electricity outages 
may affect communications networks

• between response capabilities – for example, 
emergency services provision depends on 
transport services and communication networks

• across the wider consequences – for example, 
disruption of transport services may disrupt the 
provision of goods, or fatalities may cause public 
outrage.

Linkages between systems, such as between 
different utility services within a city, can lead 
to substantial complexity.21 Risks may occur 
simultaneously, build cumulatively, or cascade. 
Hazards may be related to each other through:22,23

• triggering relationships – one hazard directly 
triggering other hazards; a series of triggering 
relationships can form a cascade or domino 
effect

• amplification relationships – one hazard 
changing the risk landscape and thereby 

increasing the probability of other hazards 
occurring

• compounding relationships – where hazards that 
coincide in space and/or time have an impact 
greater than either one in isolation.

Any two hazards or threats may be connected 
by any combination, all, or none of these 
relationships. The analysis of interdependencies is 
still developing, with the British Geological Survey 
finding that limited literature or practice exists 
for assessing multiple hazards (‘multi-hazards’).23 
However, within the existing literature, a range of 
qualitative, semi-quantitative, and quantitative 
multi-hazard assessments have been carried 
out, with examples found in civil and structural 
engineering or for critical infrastructure such as 
energy.24

This section outlines several methods used to 
understand interdependencies through pragmatic 
case studies developed through interviews with 
practitioners to share insights and identify lessons. 
These techniques include:

Network mapping 
Case studies 3, 7

 

Interaction frameworks 
Case study 8

 

Impact modelling 
Case study 9

 

Bayesian networks

Interdependencies and data 
Case studies 10, 11

 

Scenarios and narratives

Following the case studies, the key lessons 
for analysing interdependencies are outlined, 
including the benefits, limitations, and challenges.

i These terms are defined in Annex V – Glossary
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Network mapping

An interdependency map can be built by 
identifying links between components in a system 
and establishing the nature of those relationships. 
Dependencies and interdependencies between 
risks or underpinning infrastructures can be 
mapped collectively, using techniques such as 
design structure matrices, and through workshops, 
as used in studies mapping infrastructure 
interdependencies in cities.21 Network maps can 
also be built using databases, or using evidence 
gathered through a survey exercise, but this 
requires assumptions to be made where data isn’t 
available. In Case study 7, a layered network-of-
networks map was created based on available 
data on the UK’s infrastructure networks. Once a 
map has been developed, it can be analysed to 
identify risk clusters or vulnerabilities. These can 
then be assessed using probabilistic approaches, or 
quantified using techniques such as Monte Carlo 
simulations.25

Network maps can also be used as a model 
for testing failure and impact under different 
conditions or events. For example, modelling can 
be used to map the propagation of single-point 
failures through the network map to assess the risk 
of cascading failures. This can draw on performance 
and failure data for system components, or on 
assumptions; for example, by considering worst-
case scenarios, as illustrated in Case studies 1 and 7.

Case study 7 – Resilience study for the 
National Infrastructure Commission 
A study was carried out for the National 
Infrastructure Commission to identify 
vulnerability characteristics in the architecture 
of the UK infrastructure network and to develop 
a model to assess their relative importance.26 
This model was designed to provide tools to 
identify locations and assets at greatest risk to 
help identify opportunities to reduce network 
vulnerabilities, enhance resilience, and evaluate 
the effectiveness of these options. A ‘hazard 
neutral’ approach – looking at the impacts 
irrespective of their cause – was taken to look 
at all single-point failure events in electricity 
and digital communications networks and their 
propagation into other networks, including 
water, rail, and road. This model was also 
used to explore vulnerabilities under future 
scenarios, such as different electricity profiles 
by 2050, and to examine the conditions for 
large-scale disruptions. As there is a lack of 
available data on the interdependencies 
between these networks, notional links had to 
be made between network assets to capture 
the physical and cyber dependencies. In most 
cases, the links from one asset toward another 
were created by assuming connections based 
on proximity. 

Interaction frameworks

Hazard interdependency matrices are qualitative 
or semi-quantitative approaches used to examine 
the relationships between hazards. Relevant 
hazards within defined boundaries – for example, 
geographical boundaries – are identified and their 
relationships are examined and put into a matrix 
to communicate the interactions and influences 
between hazards. The matrices often draw on a mix 
of multidisciplinary information, including historical 
data, modelling, interviews, and workshops, 
to bring in expert knowledge and experiences 
from those on the ground. Quantification and 
probabilities can be included, although this may be 
limited by the data and modelling available.27 Only 
a small number of regional hazard interactions 
studies exist, with one example given in Case 
study 8.

Although creating these frameworks can be 
viewed as resource intensive, understanding 
these links is vital to understanding the risks and 
making informed decisions. Part of the value of 
the process is the convening element, bringing 
together different groups and perspectives to the 
discussions.

Case study 8 – Regional frameworks, 
with application to Guatemala
This study examined the potential for 
interactions between natural hazards, such as 
earthquakes and landslides, at a regional scale 
in Guatemala.28 The study brought stakeholders 
together, fostering coproduction and dialogue 
to encourage stakeholders to think outside 
of their silos and to embed the results of the 
study into their relevant organisations. The 
potential interactions between hazards were 
documented and qualified as triggering or 
increasing the likelihood of another hazard. 
These interactions were identified by drawing 
on literature, analysis of case studies in civil 
protection bulletins, interviews, field visits, and 
through workshops. This evidence was analysed 
and presented in a matrix. This methodology 
added value by embedding thinking about 
interdependencies into diverse organisations 
through including them in the process.

© BP
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Impact modelling

Hazard impact models are frequently used in 
meteorology to produce impact forecasting. These 
models draw on risk algorithms that bring together 
hazard, vulnerability, and exposure to assess what 
the impact of a particular hazard or multi-hazard 
might be. The UK’s Natural Hazards Partnership 
and the World Meteorological Organization have 
produced guidance and frameworks for multi-
hazard impact forecasting.29,30 An example is the 
UK Met Office’s vehicle overturning model, which is 
described in Case study 9.

A hazard impact model draws on data 
describing the hazard and data on geography 
and vulnerabilities – including population data 
and transport networks, for example.31 Above a 
certain threshold at which the hazard is deemed 
significant, local data from within the area of 
exposure can be drawn upon to produce a more 
detailed measure of vulnerability, or the extent 
to which area is likely to be impacted, providing 
a forecast of impact severity. Different hazard 
scenarios may be run through the model to 
produce a measure of risk based on their differing 
levels of impact.

Bayesian networks

‘Bayesian networks’ are quantitative probabilistic 
models that map interdependencies between 
elements and assign a numerical weight to 
each relationship as a means of quantifying the 
dependency. They have been used to examine 
supply chain risk, environmental risk, and patient 
safety and diagnosis, for example.33,34,35

Bayesian networks have been proposed as a 
method to examine cascade failures or assess the 
failure probability of a component in the network 
caused by a cascade. Like any model, the challenge 
with Bayesian networks lies in determining the 
conditional probability or probability distribution 
assigned to each relationship. These can draw 
on data and probability modelling or expert 
elicitation to assign a numerical weight to the 
relationship between events. Many techniques 
exist to elicit auditable and replicable estimations 
from individual experts.36 These processes can be 
supported by a degree of automation, as is possible 
with the use of algorithms, machine learning, and 
databases.37

Case study 9 – Met Office weather warning system 
The Met Office warning system is used daily to provide weather risk warnings across the country. It 
informs local responders and the public of weather-related risks in order to enable preparation and 
response. Probabilities of an event are modelled and tested with scenarios to provide a relationship 
between probability and impact level. Interdependencies – in particular, concurrency – are considered 
through modelling and expert elicitation. Alongside meteorological data, other data sets, such as 
demographic and traffic data, are used to feed into impact models that generate impact probabilities; 
for example, for the risk of a vehicle overturning based on the wind direction or the traffic profile on 
roads at different times of day. Close collaborative relationships with local responders and partners 
bring in local knowledge and enable expert assessment of likely and worst-case scenarios and key 
uncertainties; for example, those caused by flooding, or location-specific concurrent events such as a 
mass gathering, or a significant number of heavy vehicles parked at Dover because of Brexit-related 
border closures. This more subjective qualitative information is brought together with the objective 
quantitative model to produce a warning level.32

Interdependencies and data

Data, in all forms, is vital for understanding 
risk, likelihood, and impact. Understanding 
interdependencies can help uncover new data sets 
that can be used to fill gaps (eg using health indices 
and postcodes to complement data sets from 
primary care). Live data can be used to develop 
real-time risk indicators, as demonstrated in Case 
study 10; however, consideration should be given 
to the readability of the data, the behaviours that 
it could drive, and the implications for compound 
or concurrent risks. Data can also be an important 
tool when trying to identify those who will be 
disproportionately impacted by different risks, as 
will be demonstrated in Case study 11.

Scenarios and narratives

Interdependency maps and methods can be 
challenging to communicate, especially where 
there is high uncertainty and complexity. Several 
visualisation techniques have been proposed to 
facilitate communication and decision-making.21,41 
Furthermore, scenario building is a valuable 
tool with which to explore interdependencies. 
Narratives from scenarios can support discussions 
about interdependencies and deliver value for 
participants as they collaboratively identify and 
assess interdependencies. In cases in which lots 
of appropriate data is available, models can be 
employed to explore several scenarios, analyse 
networks, and investigate the propagation and 
impacts of risks throughout a system.

Case study 10 – COVID-19 population risk assessment 
NHS Digital developed the COVID-19 Population Risk Assessment, building on the University of 
Oxford’s QCOVID risk prediction model, to provide a data-driven approach to identify populations 
at the greatest risk from COVID-19.38,39 Oxford conducted the research using the Q research data set 
of seven million people.40 Implementation on a national scale brought together wider data sets for 
population representation, including data from GPs and secondary care settings. Where data was 
missing, a huge amount of work was conducted to fill gaps where possible. Where gaps remained – for 
example, ethnicity or BMI data – the precautionary principle was applied to ensure patients at risk were 
not missed. A review process was also put in place to identify clashing data. Risk factors were drawn 
from first-wave COVID-19 infection and hospitalisation data and peer-reviewed research. A real-world 
feedback loop enabled performance evaluation and model iteration for improvement.
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Key takeaways

Risks should not be examined in isolation; 
interdependencies, vulnerabilities, and subsequent 
cascades need to be considered in order to really 
understand their potential impact. These case 
studies present several different methods that 

can be used to understand interdependencies, 
depending on the availability of data, the purpose 
of the model, and, critically, what decisions it 
will inform. Across the case studies, several key 
takeaway messages have been identified, as 
summarised in the following table.

Benefits Challenges and limitations Considerations for 
interdependency mapping

 An increased understanding 
of interdependencies and 
possible compounding and 
cascading effects is critical to 
inform decision-making.

 The process of bringing 
stakeholders together to 
map interdependencies, 
although resource intensive, 
provides value by raising 
awareness and encouraging 
stakeholders to consider 
interdependencies more 
widely in their work.

 Where the process 
breaks down silos by 
bringing together 
different perspectives, the 
understanding of the risk and 
effectiveness of mitigations 
can be improved.

 Interdependency mapping 
and analysis is resource 
intensive, complex, and may 
be limited by availability of 
data.

 It is important to clearly 
define boundaries for 
interdependency mapping 
to manage complexity and 
acknowledge limitations or 
assumptions in the mapping.

How is risk managed?How is risk managed?

 What question is the 
interdependency mapping 
answering? What decisions 
will be made from the 
analysis? Which systems 
and boundaries should be 
explored?

 What data is available? How 
should additional data be 
collected? Which method 
or combination of methods 
would be appropriate 
(qualitative, semi-
quantitative, or quantitative)?

 Who should be involved?

 How can the process deliver 
most value?

 What are the limitations and 
assumptions?

 How could the outputs be 
best communicated and 
used?

Resilience thinking
Risk assessments typically identify, evaluate, and 
prioritise risks based on their likelihood and impact. 
Coordinated action can then be undertaken to 
minimise the likelihood or impact.42 However, 
across sectors and organisations, there is a 
movement away from discrete risk assessment 
and toward creating a holistic culture of resilience. 
Holistic approaches to risk management bring 
together prevention, mitigation, response, and 
recovery across the entire risk assessment cycle. 
Rather than being purely defensive, this is about 
building capabilities in learning, agility, and 
adaptability to respond to threats and hazards 
as they evolve.43 Resilience thinking is a more 
risk-agnostic approach: taking a systems view, 
designing resilience into the system, ensuring 
critical services can remain operational in times of 
stress, and considering capacity for recovery.44

The case studies in this section offer a view of 
how industrial, government, and academic 
organisations approach risk assessment and the 
tools they use to do so:

Industry 
Case studies 11, 12, 13, 14, 15

 

Policy and planning 
Case studies 16, 17

 

Some common themes appear across the industry 
case studies: the use of multiple methods to 
analyse risk and vulnerabilities, data-driven models, 
triggers for action, expert elicitation, a well-defined 
risk appetite, the use of scenarios, and visualisation 
tools.

Following the case studies and examples, the key 
lessons for considering resilience holistically are 
outlined, including the benefits, limitations, and 
challenges.

Industry

Different industries use a range of complex 
quantitative and qualitative techniques to assess 
risks and to identify opportunities to reduce those 
risks, whether it is investment in equipment, 
establishing a suite of emergency measures, 
redesign, or increasing insurance premiums. 
Together, these measures define the industries’ risk 
tolerance, which is regulated to be low in sectors 
such as chemical and nuclear, as explored in Case 
study 12 and Case study 13, respectively. Examples 
taken from the insurance industry and the oil 
industry are given in Case study 11 and Case study 
14, respectively. Case study 15 explores the ‘bow tie’ 
visualisation tool that is often used to communicate 
risk in these industries.
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Case study 11 – Insurance industry 45 
The insurance industry uses likelihood and 
impact of risks when assessing the probability 
of a loss occurring within a given period. This 
informs risk management, including controlling 
exposure and portfolio approaches. Risk 
assessments draw on data, models, scenarios, 
and expert input to assess exposure to risk, 
‘realistic but extreme’ scenarios, and magnitude 
of losses. Each of these components has pros 
and cons – the key is the ability to pool them 
and deploy them appropriately to answer 
the specific question at hand. To manage 
uncertainty, different models are used to model 
the same risk to identify gaps and quantify 
a range of uncertainty. The process will vary 
depending on the insurer and on the nature 
of the risk being assessed. For risks such as car 
accidents, there is a lot of past data to inform 
assessments, whereas long-term or infrequent 
risks, such as climate change, pose a greater 
challenge and require specialist modelling. The 
market comes together to prioritise emerging 
risks and monitor trends. Underwriters can keep 
an eye on trends and escalate what they hear 
from clients on the ground, while risk functions 
carry out horizon-scanning exercises and 
literature reviews to identify areas for further 
investigation. Regulators can also encourage 
action and form part of an important feedback 
loop in the aftermath of a hazard.

Case study 12 – Chemical industry 
Risk assessments are carried out at chemical 
plants to reduce the risk to employees, the 
environment, the public, and the business from 
accidents caused by any number of triggering 
events. The risk is assessed in terms of what 
could possibly go wrong regardless of the 
trigger; for example, irrespective of whether 
the trigger is a hurricane or equipment failure. 
‘Layer of protection analysis’ (LOPA) considers 
the measures in place that either prevent an 
event from developing in severity or mitigate its 
consequences and impact.46 LOPA is designed 
as a simplified risk assessment method, a middle 
ground between full quantitative assessment 
and qualitative assessment that can be used 
for prioritisation for more in-depth assessment 
of serious risks.47 LOPA explicitly considers 
the preventative layers, protective layers, and 
emergency response capability. These processes 
inform risk management practices, including 
mitigations and preparedness for both the plant 
and the local area.

Case study 13 – Nuclear industry48 
The UK nuclear industry takes a risk-based 
approach to regulation. Several techniques are 
used to maximise safety; these begin within 
the design process, where considerable effort is 
expended to achieve passive safety and intrinsic 
security. ‘Design-based accident analysis’ is 
then used to discuss possible but very unlikely 
accident sequences that were not fully 
considered in the design process. Probabilistic 
methods and consequence assessments 
are used to look at the effectiveness of the 
safety measures in place to protect operators 
and the public against such accidents and 
to demonstrate the fault tolerance of the 
facility. The consequence assessments 
inform risk management practices, including 
mitigations at design and operational levels and 
preparedness. The cumulative risk is calculated 
across the site to demonstrate compliance to 
the ‘as low as reasonably practicable’ principle.49

Case study 14 – Data-driven monitoring 
system to manage well integrity50 
Real-time pressure, temperature, and fluid 
flow data from hydrocarbon wells is brought 
together into a single colour-coded display to 
understand the potential risk of well failure, 
to inform the priority actions for planning and 
maintenance, and to see progress over time. 
The traffic-light warning system is used to 
provide clarity for the people who need to act; 
when the warning light is red, shut-in of the 
well may be required. Compound risk is also 
considered; for example, if multiple wells in 
close proximity show an amber warning, then 
the risk is considered high enough to warrant 
well integrity investigations and possible shut-
in. A grey colour is used to signify where there 
was not enough data to make an assessment 
– this is to encourage action to be taken to 
find out more information. Bringing together 
multiple data sets allows higher value metrics 
to be produced, with more granular information 
sitting under each colour warning so that the 
sources of concern can be identified. Review 
timelines for integrity assessment are used to 
encourage timely reporting and ensure enough 
attention is given to all wells, including those 
that appear to be functioning well.

Case study 15 – Bowties 
Visualisation tools can be effective in 
communicating complex risks. ‘Bow tie 
analysis’, illustrated in Figure 2.1, is one risk 
visualisation tool used in high-hazard industries. 
It depicts pathways from the causes of an event 
to the consequences. It is useful for creating a 
shared understanding of the mitigations that 
are already in place to reduce the likelihood 
or impact of the risk.51 The bow tie method is 
used to illustrate risk analysis in the Norwegian 
Directorate for Civil Protection’s 2019 Analysis 
of crisis scenarios report.52 In the report, it is 
used to describe a timeline for the course of 
events and it captures the triggering event, the 
range of cascading effects, and the associated 
vulnerabilities. It also provides an assessment 
of the level of uncertainty about the event 
occurring and the consequences.
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Figure 2.1 An example of a bow tie visualisation. Adapted from Risk management – risk assessment techniques, British Standards Institution 
(2nd ed.)53
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Policy and planning

Beyond risk assessment, organisations are building 
resilience-driven cultures, moving away from 
assessing the likelihood of certain events and 
toward being prepared for the unknown, with  
Case study 16 an excellent example.

Case study 16 – Thames Estuary 2100 
(TE2100)
The TE2100 plan sets out an adaptive strategy 
for managing tidal flood risk in the Thames 
Estuary over the next century. To manage 
uncertainty over the century, the strategy 
makes recommendations for a number of 
possible climate futures, with a decision-
making framework to encourage planning 
for a wide range of resilience actions. These 
include improving flood defences, but also 
nature-based solutions and sustainable land 
use management.54 The plan brings together 
evidence to outline a flood management 
strategy and implementation plan that spans 
a large range of stakeholders and clearly 
attributes ownership between the national 
and local levels. The strategy identifies trigger 
points that prompt action and/or review. It is 
internationally recognised as a leading example 
of a climate adaptive strategy that enables 
policymakers and practitioners to plan, monitor, 
and review how to adapt to flood risk over time.

In risk assessments based on likelihood, high-
likelihood annual events inevitably draw more 
attention. Resilience-oriented theory aims to 
address this limitation by starting with the 
assumption that all future events are unexpected. 
Framing risk in alternative ways is proposed 
to provide a means of stress testing plans and 
assumptions; for example, using an impact–
capability matrix rather than an impact–likelihood 
matrix, or focusing on possible impacts of a threat 
or hazard and then considering how well a system 
can respond to it. Frameworks for resilience-
oriented theory are still in development, as shown 
in Case study 17.

Case study 17 – Resilience-oriented 
theory 
Resilience-oriented approaches assume that 
future events are inherently unexpected, 
contrasting with more traditional risk 
approaches that focus on the risk of what is 
more likely to happen in any one year.55 As 
such, they focus on resilience and preparedness 
against unforeseen events, with much ongoing 
research converging toward this approach. 
For example, in 2020, a series of round-table 
discussions were held to bring together senior 
professionals in government, industry, and 
academia.56 These round-tables provided 
an environment in which to explore the 
impacts of stresses on infrastructure systems, 
interdependencies across infrastructures, 
how organisations would respond, and 
the cascading effects of decisions made in 
response. They included testing the concept of 
using an impact versus capability-to-respond 
matrix, rather than using likelihood as the main 
way to prioritise attention.

To apply resilient thinking, and to increase the 
resilience of societies, Karin de Bruijn et al.45 
proposed the following set of principles should be 
implemented in the context of extreme weather 
events:
• adopting a systems approach
• looking at ‘beyond-design’ events, which push 

infrastructure beyond the conditions it was 
designed to withstand

• building and preparing infrastructure according 
to the ‘remain functioning’ principle

• increasing recovery capacity by looking at social 
and financial capability

• remaining resilient into the future.

Key takeaways

Embedding resilience thinking into risk 
management helps increase preparedness for 
the future. The case studies in this section present 
approaches taken by different industries to 
consider risk, prevention, mitigation, and response 

more holistically so that they may identify actions 
that will improve the resilience of the system and 
highlight where data and visualisation can enable 
this. Annex I details an alternative approach with 
which to embed resilience thinking at the heart of 
risk assessment.

Benefits Challenges and limitations Considerations for resilience thinking

 typically a collaborative 
process.

 action-focused to 
reduce risk and build 
resilience.

 provides frameworks to 
manage the inherent 
uncertainty of risk.

 takes a broader view of 
the future and doesn’t 
discount risks based on 
probability or likelihood.

 resource intensive, both in 
terms of people and data.

 regulators are often used 
to set a risk appetite and 
hold actors to account.

 requires culture change to 
embed resilience thinking.

 How can the risk be understood in 
enough detail? What timeline is most 
relevant for the purpose of the risk?

 Who needs to be part of the 
conversation? Would external 
facilitation be beneficial?

 How would risk and resilience be 
brought together? What capabilities 
would be required for prevention, 
mitigation, response, and recovery? How 
would proportionality be determined?

 Are principles needed to encourage 
consistency across different risks? How 
might that be communicated?

 What is an appropriate review timeline? 
How can changes in the risk be 
captured?

 Do there need to be clear triggers 
for action? What data needs to be 
collected? How should these be 
conveyed?

 Who might be disproportionately 
affected? Are any additional measures 
required?

 How can a joined-up cross-
organisational approach be 
implemented with transparency, 
collaboration, governance, and 
ownership?
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3. Principles for good practice

Bringing together the evidence collected on scenario building, understanding 
interdependencies, and resilience thinking, key lessons were identified for the 
assessment of complex risks. These lessons were distilled into seven principles 
for good practice, presented here, with applicability to all risk assessment, risk 
management, and resilience endeavours.ii

This section explores the rationale behind each of these principles and considers how 
they may be successfully implemented. The principles are:

1. Ensure a joined-up approach 

2. Encourage participation and communicate clearly 

3. Focus on impact 

4. Explore the interdependencies 

5. Consider a range of scenarios 

6. Embed new data and metrics 

7. Review based on need 

 

 

 

 

 

 

 

Principles for good practice

We call upon all those with a stake or responsibility in risk management to consider how these 
principles may be applied within their own organisation, and to act upon them.

ii These principles build upon a set of specific recommendations presented in the Academy’s review of the 2019 NSRA methodology, which 
are given in Annex IV

1. Ensure a joined-up approach

To be well prepared for future emergencies, the 
interconnected nature of risk and resilience needs 
to be considered holistically. Changes or decisions 
made about risk appetite affect resilience and vice 
versa. Effective feedback loops should be put in 
place to ensure that the dynamic nature of risk and 
preparedness is accounted for.

Where a risk or impact spans the responsibility of 
multiple organisations, teams, or individuals, it is 
critical that they are all involved in characterising 
the risk in order to understand the breadth of 
potential consequences and cascades. Building 
a shared understanding of risk and resilience 
activities across organisations can provide 
opportunities for collaboration so that prevention 
and mitigation strategies deliver greater resilience 
than individual actions. This will also build 
important relationships and networks that can be 
called on in an emergency.

Many risks need to be assessed over longer time 
frames to allow sufficient time to develop response 
plans, deploy effective mitigations, and to account 
for the evolution of risks over time. Joined-up 
strategies are needed across multiple timescales to 
ensure complementary approaches to prevention, 
mitigation, response, and recovery.

Considerations for successful 
implementation

 An active focus on resilience, placing it at the 
centre of stakeholder thinking, should be 
encouraged, as a common resilience culture can 
help to unify approaches.

 Transparency and clarity in governance 
and leadership will be important to ensure 
accountability and openness to challenge and 
scrutiny.

 Efforts should be supported by clear guiding 
principles on resilience, standards for data 
sharing,57 and the adoption of a shared 
terminology to build a collaborative risk and 
resilience community.
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2. Encourage participation and communicate clearly

Risk assessment should be a participatory exercise. 
Opportunities for collaborative exercises with 
internal and external stakeholders should be 
sought. Input into risk assessments can be limited 
by the fact that those doing the analysis may be 
disconnected from the responders, or because 
external experts are unable to contribute because 
of security or commercial concerns. The benefits 
of bringing in external expertise – whether in 
the form of emergency services, academics, or 
individuals with lived experience, for example – 
include minimising groupthink and providing a 
robust challenge function by leveraging diverse 
perspectives. Different perspectives, supported 
by evidence and data from within and across 
sectors, can reduce gaps, improve oversight, 
identify vulnerabilities, and ensure the process and 
understanding of the risk is robust.

It is important to clearly communicate the purpose 
of any assessment and to secure buy-in for the 
process in order to maximise its value and build 
a good, shared understanding of its outputs and 
outcomes across the stakeholder base. Ownership 
of risk and responsibility for response must be 
clearly articulated. Risk assessments should be a 
tool for organisations to define their risk appetite 
and begin a conversation about trade-offs. A lack 
of transparency with respect to risk appetite can 
create grey areas regarding the level of planning 
that is required, particularly for unlikely but high-
impact events. Discussions about acceptable levels 
of risk can help support least-regrets decision-
making and support prioritisation and planning for 
interdependencies.

Beyond individual organisations, the wider sector, 
infrastructure, and supply chains are all part of 
the risk picture and need to be considered when 
seeking participation and communicating risk.

Considerations for successful 
implementation

 Mechanisms to involve diverse perspectives 
should be introduced.

 Sufficient time should be ring-fenced for internal 
and external engagement to ensure challenge 
can be meaningfully considered and changes are 
incorporated. 

 Feedback mechanisms between external 
experts, assessors, and responders should be 
established to share lessons learned and good 
practice.

 Assessments need to be accessible and easy to 
use so that different end-users can effectively 
navigate the information. It should be clear what 
users are expected to do with the information, 
linking to other prevention and mitigation 
activities.

 The opportunity to encourage conversations 
about acceptable levels of risk should be 
explored.

 Any criteria or thresholds used during 
assessment – for example, to decide which risks 
require more thorough analysis – should be 
clearly articulated.

Principles for good practicePrinciples for good practice

3. Focus on impact 

To better manage uncertainty, decision-making 
should be driven by impact, rather than likelihood, 
and by preparedness in terms of capability across 
prevention, mitigation, response, and recovery. 
This mindset can enable a risk management and 
resilience culture that focuses on identifying key 
planning actions rather than concentrating on the 
likelihood of a particular hazard or threat when the 
exact nature of an emergency is highly uncertain, or 
data is limited.

Impact assessments should identify common 
consequences that exist across multiple risks, 
as well as any risk-specific impacts. Common 
consequences might include casualties, disruption 
of services, costs, and public reactions. By working 
through different risks and scenarios, drawing on 
existing evidence, data, and expertise, the spread 
and magnitudes of these impacts can be explored. 
Common consequences can then be mitigated 
for in a coordinated, risk-agnostic fashion, building 
general response capabilities and resilience. Any 
risk-specific impacts and mitigations can be 
addressed, drawing on the common consequence 
planning where appropriate.

Impact assessments should be conducted 
with bottom-up input from across the whole 
organisation, with appropriate external input, 
challenge function, and information sharing. 
Impact assessments should in addition aim 
to identify any population groups that may be 
disproportionately impacted.

Considerations for successful 
implementation

 Uncertainty, and the reasons for that uncertainty, 
should be stated explicitly.

 Pilots and experimentation should be explored 
to introduce and embed resilience thinking 
into organisational capability. We explore an 
alternative approach to risk assessment that 
focuses on impact and preparedness in Annex I 
that has been proposed to be trialled in such a 
pilot.

 Disproportionate impacts on certain population 
groups need to be considered, and input from 
these groups should be sought to ensure impact 
is fully understood. 
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4. Explore interdependencies

A single disruption or event may trigger cascading 
or concurrent consequences that can result in 
additional challenges for emergency response. 
These challenges may not ordinarily be revealed 
when risks are assessed in isolation. By bringing 
together individuals from different parts of the 
system with experience and understanding of their 
own risks, interdependencies can be uncovered 
and planned for.

The interaction between risks and the potential for 
cascade failures can be examined with qualitative 
or semi-quantitative approaches, while quantitative 
approaches require careful consideration of 
underlying assumptions and limitations. The risks 
with the greatest number of interdependencies 
could inform red teaming and emergency response 
exercises.

Interdependency mapping can also be an effective 
mechanism to understand and plan for the 
interplay between acute risks and chronic risks 
such as climate change.58 Chronic risks require a 
different approach to risk assessment, planning, 
and management because of their slow onset 
and long timescales.59 These risks and associated 
response capabilities should be monitored 
over time, with trigger points identified for any 
interventions. Consideration of interdependencies 
between chronic and acute risks and vulnerabilities 
would then capture those elements of chronic risk 
relevant to response planning and any secondary 
effects (eg where climate change impacts may 
disrupt supply chains).

Considerations for successful 
implementation

 The mapping of multiple interdependency 
layers (between risks, impacts, and planning 
assumptions or core capabilities) and the 
connections between them should be 
considered, with clearly stated assumptions 
and evidence. This should involve external 
input throughout and care over how it is built, 
analysed, and communicated.

 Wider interdependencies, including with 
external organisations, infrastructure,60,61 and 
supply chains,62 should also be explored, building 
on their experience. However, defining the right 
boundaries and engaging the right stakeholders 
are critical to discovering relevant lessons. 
Pilot exercises could be useful in scoping this 
exploration and in informing future work.

 Interdependency analysis could usefully inform 
scenario development, the design of emergency 
response exercises, and help identify compound 
risk events and vulnerabilities.

Principles for good practicePrinciples for good practice

5. Consider a range of scenarios 

Multiple scenarios should be developed to explore 
the uncertainties of high-level risks, setting out and 
explaining the anticipated worst-case scenario 
alongside several other plausible manifestations. 
Considering multiple scenarios can help with 
robust planning and identification of the range 
of different response capabilities that might 
be needed. It also supports the exploration of 
cascading risks and consequences with systematic 
impacts. The assumption that planning for higher-
level risks will cover lower-level variations should be 
challenged.

Creating a playbook of scenarios paired with 
effective response capabilities could be a helpful 
tool to support better least-regrets decision-making 
ahead of, or in the early moments of, an emergency 
when uncertainty is high. For high-level risks, it will 
be important to understand what decisions need to 
be made ahead of time, and to identify and enable 
access to the best data streams and evidence to 
support the decision-making process.

Embedding a diversity of perspectives into the 
process, bringing in external stakeholders and 
using trained facilitators where possible, enables 
the identification of assumptions, impacts, and 
uncertainties that could otherwise easily be missed. 
When scenarios are co-developed in this way, 
evaluation of the response and recovery process 
will help to identify where vulnerabilities lie, 
what assumptions and uncertainties exist across 
the entire emergency cycle, and where specific 
interventions – for example, programmes of work or 
capability building – may be needed.

Considerations for successful 
implementation

 Adequate resource should be allocated to 
develop a broader set of scenarios.

 Guidance with clear criteria on producing 
scenarios should be shared, and should focus 
on identifying where additional capability is 
required.

 Scenarios should be subject to external 
challenge and scrutiny, and, where possible, 
trained facilitators should be used to encourage 
open discussion and debate. 
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6. Embed new data and metrics

If the purpose of a risk assessment is to drive better 
preparedness, then progress should be formally 
monitored to assess how well it meets this purpose. 
Evaluation metrics should be established that 
capture the impact of any methodology change or 
mitigations put in place in response to identified 
risks. Where an assessment has been used to 
prioritise action or investment, the magnitude of 
anticipated risk should be seen to change and 
potentially decrease, as impact (or likelihood) 
reduces, and preparedness increase, as the 
mitigations and prevention plans are put in place. 
Where there has been no change, this should be 
flagged, and the reasons should be investigated.

Data is vital in informing likelihood and impact 
assessments, providing early warnings,63 and in 
monitoring unfolding emergencies. The role of 
data varies depending on the risk. Internal data on 
near misses, data on external major events, or data 
collected by other organisations may be valuable 
for planning and preparedness, and incorporating 
these data streams should be explored. Where 
possible, live monitoring can be used to understand 
and anticipate potential failures,51 and digital 
twins62 could be built to allow for emergency stress 
testing.

However, data that might ideally be incorporated 
may not exist or not be collected at all. Assessment 
cycles offer a good opportunity to identify and 
establish new high-quality data streams for the risk 
assessment and response.

It is also important to ask the right questions 
of aggregate data. An element of qualitative 
judgement will always be required when working 
with data and models, particularly for risks with 
high uncertainty or poor data availability or quality. 
Where new data and models are used, confidence 
in the data and models must be assessed and risk 
owners must have the analytical and assessment 
skills for robust decision-making. Data streams 

should always be supplemented with real-
world information, mixed methods, and taking a 
broad view to make good decisions. Appropriate 
measures should be taken to ensure data is stored 
and used ethically and securely, with mechanisms 
in place for good governance and oversight.57

Considerations for successful 
implementation

 Assessments should be evaluated across 
multiple dimensions, including stakeholder 
awareness, participation, and progress toward 
the assessment’s overarching aims.

 Mechanisms should be established to collect 
data on near misses and major events. This data 
should be used to build a picture of vulnerability 
and to learn lessons.

 Data analysis and modelling should be a 
collaborative, multi-stakeholder process.

 Data standards should be adopted to ensure any 
data captured is of usable quality.

 Unknowns, assumptions, and limitations of 
modelling should be clearly communicated.

 Opportunities to gain further insights from 
other work on data in emergencies should be 
explored.65

Principles for good practicePrinciples for good practice

7. Review based on need 

Different risks have very different characteristics: 
many will remain relatively static over time while 
others may be very sensitive to technological 
advances and societal changes. For example, the 
likelihood and impact of flooding changes at a 
pace slower than a two-year review cycle, where 
change is related to longer-term trends such as 
climate change and electrification. In contrast, 
cyber risks have a much faster pace of change, both 
in terms of threat and vulnerability – for example, 
with the accelerated shift to remote working and 
reliance on online platforms during the pandemic. 
The timeline for assessing risks should be set based 
on need rather than on a predetermined, standard 
interval.

Timescales for decision-making also vary. For 
example, shorter assessment and planning 
timescales may disincentivise longer-term 
mitigation planning and miss new and emerging 
risks. New and emerging risks can arise due to 
global technological advancements and increasing 
interconnectedness. Systematic ways to identify 
and act upon emerging risks are important. 
Foresighting and horizon-scanning activities could 
be used to help define new and emerging risks 
to illustrate where they are coming from, how 
they are evolving, and the anticipated pace of 
change. While this may not be a realistic use of 
resource in a single organisation, such information 
is published by professional engineering 
institutions, industry bodies, HSE and others, which 
should be embedded into the process. In turn, 
information on new and emerging risks should 
inform review timescales and the consideration of 
interdependencies.

Risks also change in response to the level of 
mitigations that are put in place. By assessing 
for preparedness too, residual vulnerabilities can 
be identified, actions can be prioritised, and the 
mitigated impact should be seen to decrease over 
time, meeting the assessment’s main purpose. 

Focusing on preparedness rather than likelihood is 
a central tenet of our alternative approach, which 
is explored in Annex I.

Considerations for successful 
implementation

 If a near miss or high-magnitude event occurs 
nationally or internationally, it should trigger 
a review of any specific and related risk 
assessments, incorporating any lessons learned.

 Mechanisms should be established to fill any 
gaps in evidence between assessment rounds.

 Risks with high velocity of change should have 
effective update mechanisms, with consideration 
of the changes in risk between review cycles.

 Assessments should present a clear indication 
of what has and what has not changed between 
assessment cycles to provide an audit trail.
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4. Conclusion

Risk assessment is a vital function for any 
organisation, and the consequences of overlooking 
risks, missing interconnections, or having significant 
gaps in preparedness can be severe. This report has 
built upon a review, conducted by the Academy, 
of the methodology behind the NSRA. The review 
followed a user-centric approach (Annex II), built an 
understanding of the 2019 NSRA system (Annex III), 
and explored a range of case studies to understand 
good practice across the sectors. This review 
curated a set of specific recommendations for the 
NSRA methodology, which are detailed in Annex IV.

Seven principles for good practice were identified 
that can be used by organisations to improve their 
risk assessment and management processes and 
increase their resilience. This report has brought 
together multiple sources of evidence and lessons 
about approaches to risk assessment, and it is 
intended to function as an important source of 
information and knowledge.

In adopting any changes to risk assessment 
methodology, it is important that risk owners 
define what ‘good’ looks like and establish 
clear measures to indicate whether adopted 
changes have aided the assessment outcome 
and delivered its purpose. Any changes will take 
time to implement and will require active change 
management and engagement: facilitating 
opportunities for stakeholders to feedback, 
reflect, and share learnings on the successes and 
challenges.

We believe these seven principles offer an 
opportunity for risk owners to reflect on their own 
practices and represent a step forward in good 
practice for risk assessment.

We are calling upon leaders across all sectors 
to reflect upon the extent to which these 
principles for good practice are incorporated 
in their risk assessments, and to act upon them. 
All organisations need to consider how their 
risk management processes meet their users’ 
needs and prepare them for a broad range of 
outcomes. Risk assessments should be clearly 
communicated to and challenged by users and 
diverse stakeholders so that dependencies and 
vulnerabilities can be identified and planned 
for, ensuring that resilience is built in.

These principles are considered collectively in 
Annex I, where we present a radical alternative 
approach to risk assessment, starting from a ‘blank 
page’. 

How can these principles be 
implemented? 

In implementing these principles, there are 
multiple factors that could determine different 
dimensions of success. Here, we provide a set of 
questions that can be used as a starting point 
to check good practice, to think about how the 
principles can be practically implemented into day-
to-day activities, and to evaluate change.  
Useful questions to ask may include:
• Is the role of the assessment broadly understood?
• Is the wider organisation aware of the 

risks identified in the assessment and any 
interdependencies that may sit within their 
responsibilities?

• Is information exchange effective in increasing 
awareness?

• Can greater cross-organisational collaboration be 
facilitated to better understand risks?

• Is the organisation better prepared for the risks 
included in the assessment as a result?

• Are the risks decreasing because of 
improvements in preparedness or reductions in 
impact? If not, is that acceptable, or is there a 
need to be better prepared?

• Do the available capabilities meet the scale of 
the needs?

• Do plans for chronic issues take coincidental 
acute risks into consideration?

• Have opportunities for the use of data and 
external input been maximised?

• What are your practical considerations for 
change and how would this be measured?

Conclusion

© This is Engineering
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Annex I 
An alternative approach

The principles identified in this report are broad, 
spanning all aspects of the risk assessment process. 
Improving how risk assessments are conducted 
provides an opportunity to implement change 
efficiently and disrupt the current risk culture to 
drive more action and enhance resilience. Our 
principles for good practice can be individually 
implemented to adapt and improve risk 
assessment methodology. However, the lessons 
from this report could also be implemented 
more holistically, starting from a ‘blank page’. 
Incremental change is not always the best 
approach; often, a radical alternative with fewer 
constraints allows us to better focus on the overall 
desired outcome.

This section sets out a preliminary exploration of 
an alternative approach to apply good practice 
in a more holistic way, with insights as to what 
might be possible with further development. This 
approach was presented to government as an 
alternative, and therefore the examples are geared 
toward a government audience. However, we 
believe this way of thinking and approaching risk 
has wider benefits across sectors and organisations.

The approach was tested using a flooding scenario 
with a diverse range of stakeholders, including 
participants from Defra and the Environment 
Agency, to explore its benefits and limitations.

What the alternative approach  
aims to deliver

Risk assessments are tools to inform emergency 
planning and response at a national and at local 
levels. Their primary users are the risk-owning 
individuals and departments and the emergency 
responders on the ground. These are the people 
who need to be able to draw value from the 
process so they may develop their response plans 
to the identified risks.
A holistic approach to implementing the principles 
would:

• act as a bridge between risk and resilience by 
spanning prevention, mitigation, response, and 
recovery

• provide a prioritisation tool driven explicitly 
by planning requirements, with likelihood a 
secondary consideration

• clarify ownership of risks and planning across the 
organisation, community, or nation to minimise 
unnecessary duplication and build collaborative 
relationships

• provide a mechanism to evaluate progress in risk 
reduction and management

• reduce the complexity of the process to facilitate 
greater engagement and communication.

Underlying principles of the 
alternative approach

The alternative approach is underpinned by two 
principles:
1. Likelihood does not have to be the driver for risk 

assessment and resilience thinking.
2. The approach should deliver on the needs of its 

users.

This approach proposes shifting the focus to 
preparedness – how prepared organisations are 
for risks with a non-zero likelihood, rather than on 
the likelihood of those risks occurring. Likelihood 
assessments remain of value for frequent events 
where historical data is available; however, it would 
not be the primary focus.

Instead, a least-regrets decision-making framework, 
as illustrated in Case study 2, helps inform decisions 
that must ensure balance between likely, lower-
impact events and unlikely but high-impact events. 
Initial action would be prioritised based on the 
degree of work required to increase preparedness, 
with progress toward or evolution of preparedness 
requirements evaluated with each round of 
assessment.

Annex I – An alternative approach

Figure AI.1. An example of an impact versus preparedness matrix| 

Ultimately, this alternative approach would aim to 
evolve to encompass resilience to the unexpected 
and build in resilience theory, as outlined in Case 
study 17.

Impact versus preparedness

With this approach, risks are examined against 
their impact and the level of preparedness for the 
consequences:
• impact – based on multiple manifestations of a 

particular risk, the possible unmitigated impacts 
and their magnitude are presented in reference 
to a set of common consequences, in addition to 
any consequences specific to the individual risk 

• preparedness – an assessment of how prepared 
the organisation is to react to the mitigated 
impacts of a risk considering any prevention 
measures, existing mitigations, general 

and specific response plans, and recovery 
requirements: its residual vulnerability to the 
risk. This assessment provides a mechanism 
to explore what measures are in place or are 
planned, and these can then be evaluated across 
future assessment cycles.

The output of the assessment can then be 
represented as an impact versus preparedness 
matrix, as illustrated in Figure AI.1.
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The alternative approach  
in detail

Details of the proposed steps of the alternative 
approach have been illustrated in Figure AI.2 and 
are outlined below.

Step 0 – Inputs

Before beginning the risk assessment process, the 
key inputs should be identified. These include:
• data – for example, in the case of a flood, 

this data could come from academia, the 
Office for National Statistics, the Met Office, 
the Environment Agency, location data and 
information on critical national infrastructure, 
the Flood Forecasting Centre, and the Climate 
Change Risk Assessment for information on how 
the hazard might change (see Principle 6 for 
more information)

• stakeholders – other departments, emergency 
responders, and devolved administrations, 
agencies, academia, industry, insurance industry, 
local responders, and citizens

• risks interdependency map and analysis 
– a cross-organisation exercise should be 
undertaken to map the interdependencies 
between risks and response plans. This should 
be available as an evidence-based resource to 
draw on throughout the process, with feedback 
loops to return information back into the 
interdependency map (see Principle 4 for more 
information).

Step 1 – Build scenarios

For each risk, where appropriate, a range 
of scenarios should be explored to build an 
understanding of the breadth of possible impacts 
it may have (see Principle 5 for more detail). The 
range of scenarios will drive planning and will feed 
in across the whole process.

By using a range of scenarios, variability in the 
impact of each risk can be explored over a set 
of factors relevant to the risk. For example, the 
following factors may be appropriate to explore for 
flooding: geography (urban versus rural), duration 
(days, weeks, etc), cascades (disruption to power, 
disruption to transport, risk of landslide, etc), level 
of flooding, likelihood.

Figure AI.2. The steps of a risk assessment with suggested inputs, owners, and outputs
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Step 2 – Impact assessment

An impact assessment should be conducted for 
each risk that is evidence based and considers a 
range of scenarios. Common consequences should 
be identified across the assessments in addition to 
any risk-specific consequences.

Common consequences may include fatalities, 
casualties, displacement of people, public 
reaction, disruption to services, economic cost 
(disruption, damage, recovery), disruption to 
travel and essential services, loss of power and 
communications, environmental damage 
(contamination, rubble, and debris), security, legal 
duties, and international impacts.

Working through the scenarios, drawing on existing 
evidence and data, the following questions would 
drive the assessment:
• What common consequences apply to this risk?
• What do those common consequences look like 

in this context?
• What is the range and maximum level of impact 

drawn out from the scenarios?
• Are there risk-specific consequences that are not 

covered by the common consequences?
• Which population groups are disproportionately 

impacted?
• How can we rapidly identify disproportionately 

impacted groups, should the risk occur?

This exercise should be conducted with bottom-
up input from across the whole organisation, 
with appropriate external input, challenge, and 
information sharing.

Step 3 – Preparedness assessment

Following the impact assessments and 
identification of common and risk-specific 
consequences across a range of scenarios, this 
next step is an opportunity to assess the level of 
preparedness against those impacts. It should 
encourage cross-organisational discussions 
on preparedness – particularly for common 
consequences – and bring together supporting 
evidence, data, and external expertise.

The preparedness assessment can be divided into 
two parts:
1. preparedness for common consequences – a 

risk-agnostic assessment should be conducted 
into the level of preparedness (across mitigation, 
response, and recovery) for the common 
consequences at their identified impact levels; 
this should involve input and evidence from 
across the organisation

2. preparedness for risk-specific consequences – 
an evidence-based assessment led by the team 
and/or department that own and are responsible 
for the mitigation, response, and recovery for a 
given risk. 

It is important that ownership for each aspect of 
preparedness – mitigation, response, and recovery 
– is clearly defined, and that there is iterative 
feedback between the common consequence 
and the specific consequence preparedness 
assessments.

This exercise would seek to examine the following 
questions:
• What mitigation is in place and who owns it?
• What are the response needs – general and 

specific – and who owns them?
• What are the recovery needs – general and 

specific – and who owns them?
• What measures are in place for vulnerable 

groups?
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• What are potential interdependency effects?
• What prevention is in place that could help stop 

the event/consequence happening in the first 
place?

To aid these assessments, data streams should 
be established to monitor how preparedness is 
changing over time; for example, through regular 
reviews of available skills and personnel capabilities 
for response. The use of indicators and a scoring 
index may also assist in assessing the measures 
that are in place and in the identification of gaps. 
However, careful consideration of consistency 
across risks is needed when using common indices. 
External input can provide a valuable review 
and challenge function, as well as highlighting 
additional measures that could be scored against 
to ensure the robustness of the index.

An example model that could be drawn from is 
the Global Health Security index,66 which scores 
countries based on defined indicators to prevent, 
detect, and respond to health emergencies, as 
well as capturing indicators on a country’s health 
system, compliance with international norms, and 
overall risk environment and country vulnerability.

From a practical point of view, mechanisms, 
frameworks, and standards will need to be put 
in place to enable sharing of information on 
preparedness between teams, departments, 
authorities, and other relevant organisations.

Step 4 – Impact versus preparedness 
matrix and other outputs

The outputs of this process can then be reported as 
an impact versus preparedness matrix (see Figure 
AI.1), supported with the evidenced assessments of 
risks and consequences.

This is a significant shift, given that impact versus 
likelihood is very much the accepted way of 
assessing and visualising risks within the risk 
community. As such, clear communication will 
be important to accompany this shift in practice, 

ensuring the rationale and benefits of the change 
are articulated well to create the necessary buy-in.

The usefulness of using likelihood as an indicator 
for some risks, particularly natural hazards, cannot 
be overlooked. Furthermore, likelihood will 
remain relevant for those risks for which response 
capabilities cannot be rapidly scaled up. An 
indication of likelihood could be included in the 
matrix, or as a separate consideration; however, this 
was not investigated for the present report.

Use of the outputs

The addition of preparedness as a metric would 
enable a clear picture of an organisation’s resilience 
to different risks and their consequences. This 
metric alone could facilitate a more holistic 
approach to resilience by broadening the 
discussion and identifying areas for action. It would 
inform and add transparency to the level of risk 
and preparedness that the organisation is willing to 
tolerate. The outputs of this process would inform 
planning and investment decisions. Ownership 
would be clearly and transparently communicated.

Guidance and good practice should be built into 
the process to ensure levels of preparedness remain 
high, and to ensure that well-prepared-for risks, 
particularly likely ones, are not de-prioritised in 
funding decisions.

Future assessment cycles and 
evaluation

With preparedness measured across risks, each 
assessment cycle would create an opportunity to 
evaluate progress across prevention, mitigation, 
response, and recovery and to build assurance into 
the assessment process, with accountability and 
responsibility for action. Risks would be expected to 
move across the matrix over time as preparedness 
changes, as opposed to the more static picture of 
an impact versus likelihood matrix.

Piloting the alternative approach

We invite members of the wider community 
to consider and pilot this alternative approach. 
This is a different way to think about risk, 
moving away from risk assessment toward a 
more holistic, resilience-driven approach.
By building a holistic understanding of 
risks, their consequences, and the level 
of preparedness, it enables a transparent 
discussion about how well prepared 
organisations are. It provides a mutual 
understanding of risk appetite and helps 
identify areas for action with clear ownership, 
accountability, and evaluation.

Considerations for successful 
implementation

• This should include the development of a 
preparedness index that includes common 
consequences broadly applicable to different 
hazards and threats.

• Frameworks for collaborative assessment 
processes should be developed.

• Training for skills and capability building will be 
needed.

• Presentation of multiple scenarios should be 
considered.

• Consideration should be given to how local and 
national capabilities could be brought together 
into the preparedness assessment and the 
assurance mechanisms this might require.

• The challenge of communicating a new matrix 
with impact and preparedness should not 
be underestimated, and expert advice and 
facilitation should be sought to ensure good 
communication and effective stakeholder 
engagement.

• The success of implementation is implicit 
upon bringing together the right stakeholders 
from across the process to understand what 
implications such a change might have.

Annex I – An alternative approachAnnex I – An alternative approach
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Annex II – Review methodology: a user-centric approach

Annex II 
Review methodology: a user-centric 
approach
This annex sets out the methodology the Academy 
used in reviewing the 2019 NSRA. The NSRA is a 
complex, multilayered process with a broad range 
of different stakeholders. The review therefore 
took a ‘systems approach’ to help identify different 
elements and actors and the ways in which 
they interconnect and interact to build a shared 
understanding of how different interventions or 
changes can affect the system as a whole.

We followed the systems approach framework 
developed by Professor John Clarkson FREng for 
the Academy’s 2017 report Engineering better 
care,67 to work toward tangible improvements 
that put user needs and perspectives at the centre, 
as illustrated in Figure AII.1. Since publishing 
the Engineering better care methodology for 
health care improvement, we have translated this 
framework into training for policymakers, providing 
a pragmatic entry point to implementing a systems 
approach for policy problems.68

A systems approach can encourage evidence 
gathering that draws on the widest, most 
diverse and critical perspectives leading to 
a ‘bigger-picture’ view of the system and its 
actors. It can help to identify the different 
elements and actors that contribute to a 
system, how they interconnect and interact, 
to help build a shared understanding of how 
different interventions or changes to the system 
– for example, new policies – can affect the 
system.

By exploring the 2019 NSRA through this 
framework and following an iterative process with 
expert and user input, we expanded and tested 
our understanding of the overall risk system and 
refined a range of solutions in the context of the 
2019 NSRA, which were brought together to inform 
the final actionable recommendations (see Annex 
IV). Our review consisted of three stages:

Figure AII.1. Systems approach framework for thinking. By exploring the questions, an understanding of the overall system and process can be 
built, a broad range of solutions explored, and these can be brought together to inform proposed improvements. Adapted from Engineering 
better care: a systems approach to health and care design and continuous improvement69

| 

1 Understanding the system, its users, and 
their needs. We consulted with more than 
130 stakeholders across lead government 
departments (LGDs), local resilience forums 
(LRFs), and public sector organisations. We 
explored how the NSRA is used in central 
and local government in order to identify the 
perceived benefits and limitations of the process 
and methodology. A summary of the findings is 
presented thematically in the present report’s 
Annex III.

2 Exploring the solutions. Evidence from 
literature, survey responses, and structured 
interviews were drawn upon to learn lessons 
and identify possible solutions to the challenges 
of the 2019 NSRA methodology. Methods for 
developing scenarios, interdependency analysis, 
and building resilience thinking are discussed 
and illustrated by a broad range of case studies 
in Section 2. The detailed case studies enabled us 
to explore different organisational practices and 
to understand the required expertise.

 
3 Recommendations for the NSRA. The key 

findings and possible solutions were considered 
in the context of the 2019 NSRA processes and its 
users’ needs. We provided the Civil Contingencies 
Secretariat with a set of 13 recommendations 
and practical considerations for their 
implementation, shown in Annex IV.

Validation and testing

Throughout the review, stakeholder engagement 
and testing were an integral part of the 
process, allowing us to iterate and refine our 
recommendations for the NSRA methodology. The 
testing phase aimed to:
• re-engage stakeholders and explore their views 

on the principles
• identify potential tensions, challenges, and 

opportunities
• ensure the principles were practical and 

implementable, would meet user needs, and 
would deliver improvement

• explore how best to communicate and 
encourage buy-in and support for the principles.

Testing activities, such as exploratory 
conversations and workshops, were tailored to 
specific recommendations. In the interests of 
stakeholders’ time, and to examine how various 
recommendations may interact and impact across 
the whole NSRA process, where possible, the 
most challenging recommendations were used 
as a lens through which to explore the others 
(see Table AII.1). For example, the workshops 
either presented participants with ‘provocation 
statements’ to react to or walked them through 
elements of the NSRA process, providing 
opportunities for verbal and written comments 
on the implications of any change. Stakeholder 
engagement for the testing phase was as broad 
as possible to encourage discussion and debate 
from multiple and different perspectives of 
the process. During the workshops, we were 
open and transparent about our rationale for 
the recommendations, aiming to identify areas 
of consensus, diverging opinion, benefits, and 
concerns.

Why are we doing this?

What is the problem?

Who should be involved?

What does ‘good’ look like?

What should we do next?
What is going on?

Who will use the system?

Who are the stakeholders?

What are the needs?

What do we do well?

What affects the system?

How does the system perform?

How well are the needs met?

What could go wrong?

Where is the system?

What are the elements?

How can the needs be met?

How can we make it better?

People

Systems

Design

Risk

Management
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Table AII.1. Testing activity summary| 

Testing aim Activity Rationale

Focusing the 
scope of the 
NSRA

Workshop – provocation 
statements

A simple provocation statement to explore pros 
and cons and discuss the nuances of changes 
to chronic risks, likelihood, scenarios, and the 
assessment timescales

Identifying 
emerging risks

Exploratory conversations Exploring existing processes and structures 
to identify how they could be used to support 
identification of emerging risk

Exploring 
uncertainty

Workshop – walk through the 
NSRA process for multiple 
scenarios

The practicalities and implications of multiple 
scenarios were explored by walking through the 
steps of the NSRA process

Implications for 
the local tier

Workshop – series of questions The implications for the local tier were probed 
through a series of questions and discussions

The alternative 
approach

Workshop – walk through the 
alternative approach applied to 
flood risk

Our alternative approach was applied to the risk 
of flooding to provide context in which potential 
challenges, benefits, and areas for further 
exploration could be identified

 

External 
engagement

Covered in the other testing 
activities and the quorum session

Annex II – Review methodology: a user-centric approach

Demand and opportunities for external input 
and data, including examples of good practice

Note: For each activity, a set of recommendations was tested.

Annex III 
Understanding the system

To assess the 2019 NSRA methodology, we first 
needed to understand the system, its users, and 
their needs. According to the 2019 NSRA, the 
overarching purpose of the NSRA is assumed to be:
• to present an evidenced oversight of the UK risk 

landscape and generate risk awareness across 
government

• to allow comparison, prioritisation, and 
management of different risks

• to inform proportionate planning at national 
and local levels and the effective allocation of 
resources.

With such a broad purpose, there are multiple 
critical stakeholders involved across Cabinet Office, 
the Civil Contingencies Secretariat, government 
departments, and the local tier. To build an 
understanding of the system, we engaged with 
stakeholders who were both risk owners and NSRA 
users, such as LGDs, devolved administrations, 
LRFs, and other public sector organisations. 
Stakeholders were asked what they needed from 
the NSRA and why, giving us insight into how 
users interacted with the NSRA and the diversity of 
user needs, alongside the perceived benefits and 
limitations of the methodology and process. This 
informed a systems map of the 2019 NSRA process 
and its owners, an overview of which is shown in 
Figure AIII.1.

Our understanding of user perspectives enabled 
engagement with key stakeholders throughout 
the review process and allowed any implications 
of changes to the methodology to be quickly 
identified.

The 2019 NSRA identifies over 130 diverse risks: 
hazards (non-malicious) or threats (malicious) 
that could feasibly cause significant harm and 
disruption to the UK within two years.iii Every risk in 
the NSRA is assigned to a LGD that is responsible 

for developing a RWCS with input from other 
organisations as needed. In most cases, under the 
LGD model, that department is also responsible 
for leading the planning and response to that 
risk.70 The RWCS is intended as a worst plausible 
manifestation for a particular emergency: an 
illustration of a high threshold for preparation. 
It defines the proportionate preparation of 
capabilities needed for the range of possible 
emergencies arising from a threat or hazard.3 Each 
RWCS is assessed to produce a quantitative scoring 
on their relative likelihood to occur within the next 
year and the impact that this occurrence would 
have. The numerical scores are collated into a risk 
matrix to allow for a comparison between all risks, 
with the least likely and least impactful risks in the 
bottom left and the most likely and most impactful 
in the top right. An example of such a risk matrix 
is shown in Figure AIII.2a, with a selection of 
illustrative risks, reproduced from the NRR.3 Further 
information on the risk assessment process can be 
found in a recent briefing from the Parliamentary 
Office for Science and Technology.71

The matrix is divided into five levels along each 
axis, allowing RWCSs to be grouped according 
to their impacts and likelihood on a pseudo-
logarithmic scale. The levels of likelihood are 
detailed on the matrix in Figure AIII.2a, while 
the levels of impact, evaluated across several 
categories, are expanded upon in Figure AIII.2b. 
This grouping aids comparison and, in conjunction 
with other assessments, the relative scores aid 
risk-owning bodies such as LGDs and LRFs to 
undertake proportionate planning and resource 
allocation. Further information on how the NSRA 
translates into emergency planning and the roles 
and responsibilities of risk management across the 
government can be found in a recent report from 
the National Audit Office.72

iii See Annex V – Glossary for definitions



Building resilience:
lessons from the Academy’s review of the National Security Risk Assessment methodology

Royal Academy of Engineering44 45

  

  
    

       

            
    

 

| 

Annex III – Understanding the systemAnnex III – Understanding the system

Figure AIII.1. A schematic overview of the 2019 NRSA process

Process Method

List of risks Risks are identified through consultation with a wide range of stakeholders†

Risks are considered for inclusion in the NRSA on the basis that they could plausibly occur 
in the next two years and could cause significant harm and disruption in the UK, or to UK 

interests abroad

Reasonable 
worst-case 
scenarios

Departmental risk owners produce plausible but challenging RWCSs for each risk in 
consultation with stakeholders and using data from a wide range of sources to frame the risk 

in real-world terms

Likelihood 
assessment

RWCS are assessed for likelihood of occurring within the next year, using extensive data, 
modelling, and expert analysis

Non-malicious risks are assessed by  
risk-owning departments

Malicious risks are assessed based on a balance 
between intent, capability, and vulnerability

Impact 
assessment

A likelihood score, expressed as a percentage, places the risk in one of five tiers

The impact of each risk is assessed across seven broad dimensions:
1. impact on human welfare
2. environmental damage
3. security
4. disruption of essential services
5. economic damage
6. international relations
7. behavioural impacts

Each dimension is scored on a 0 to 5 scale, and these scores are combined to give a single 
overall impact score

Review Independent expert groups review and challenge the final assessments

NSRA, Risk matrix, 
National risk 
register, local 

guidance

The outputs from the NRSA are used:
• to inform prioritisation of planning activities
• as an evidence base to inform policy
• as a communication tool
• to produce guidance to support local and devolved implementation

| 

† Here, ‘stakeholders’ refers to a broad range of experts, including chief scientific advisers, internal governmental experts, government 
departments and agencies, the intelligence community, industry and sector stakeholders, as well as external scientific, academic, and policy 
subject experts.

Im
pa

ct
(o

f t
he

 re
as

on
ab

le
 w

or
st

 c
as

e 
sc

en
ar

io
 u

si
ng

 th
e 

im
pa

ct
 in

di
ca

to
rs

 b
el

ow
)

Figure AIII.2. (a) An impact versus likelihood risk matrix drawn on a pseudo-logarithmic scale, showing the positioning of several illustrative 
risks. Reproduced from National risk register (2020 ed.)73

Level 
E 7  25†

Level 
D 34* 12  13  29

Level 
C

18  28
33*  36*

14 19 21
26† 27*

38

2 3 6* 15 16 17
20

Level 
B 30 24 35*

4 5 9* 10* 11*
23 32* 37

1

Level 
A 8* 22 31

< 1  
in 

500

1 to 5  
in 500

5 to 25  
in 500

25 to 125 
in 500

> 125  
in 500

Malicious Attacks
1. Attacks on publicly accessible locations
2. Attacks on infrastructure
3. Attacks on transport 
4. Cyber attacks
5. Smaller scale CBRN attacks
6. Medium scale CBRN attacks
7. Larger scale CBRN attacks
8. Undermining the democratic process*
Serious and Organised Crime
9. Serious and organised crime – vulnerabilities*
10. Serious and organised crime – prosperity*
11. Serious and organised crime – commodities*
Environmental Hazards
12. Coastal flooding
13. River flooding
14. Surface water flooding
15. Storms
16. Low temperatures
17. Heatwaves
18. Droughts
19. Severe space weather
20. Volcanic eruptions
21. Poor air quality
22. Earthquakes
23. Environmental disasters overseas
24. Wildfires
Human and Animal Health
25. Pandemics†

26. High consequence infectious disease outbreaks†

27. Antimicrobial resistance*
28. Animal diseases
Major Accidents
29. Widespread electricity failures
30. Major transport accidents
31. System failures
32. Commercial failures*
33. Systematic financial crisis*
34. Industrial accidents – nuclear*
35. Industrial accidents – non nuclear*
36. Major fires*
Societal Risks
37. Industrial action
38. Widespread public disorder

Likelihood  
(of the reasonable worst case scenario of the risk occurring in the next year)

*Risk not plotted in the 2017 NRR †COVID-19 is not included in the risk matrix and is therefore not included in these risks

| 
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Figure AIII.2. (b) indicative indicators for scale of impact for assigning a level to each assessed risk. Reproduced from National risk register 
(2020 ed.)73

Level Indicative impact scale indicators

E

•  Economic impacts: more than £10 billion.
•  Fatalities in the UK: more than 1000.
•  Evacuation and shelter: 100 thousand people evacuated over 3 days.
•  Public perception: extreme, widespread, prolonged impact owing to 

significant proportions of the UK population feeling more vulnerable.

•  Environmental damage or contamination: of city(ies) or region for more 

•  Essential services: lack of health and care services affecting 40% of the 
population for 30 days.

•  Electricity supply: national loss of electricity supply for any period or regional 
loss of supply for longer than 1 week.

•  International relations: significant damage to UK relationship with key allies.

D

•  Economic impacts: £1 billion to £10 billion.
•  Fatalities in the UK: circa 201 to 1000.
•  Evacuation and shelter: 20 thousand people evacuated over 3 days.
•  Public perception: high impact owing to millions of UK citizens feeling more 

vulnerable.

•  Environmental damage or contamination: of a county OR city(ies) for 
approximately 1 year.

•  Essential services: lack of health and care services affecting 20% of the 
population for 7 days.

•  Electricity supply: major disruption to electricity supply to 1 million people for 
longer than 18 hours.

•  International relations: moderate damage to UK relationship with key allies.

C

•  Economic impacts: £100 million to £1 billion.
•  Fatalities in the UK: circa 41 to 200.
•  Evacuation and shelter: 5 thousand people evacuated over 3 days.
•  Public perception: moderate impact owing to hundreds of thousands of  

UK citizens feeling more vulnerable.

•  Environmental damage or contamination: damage to / contamination of a 
local area for 1 year.

•  Essential services: lack of health and care services affecting 10% of the 
population for 12 hours.

•  Electricity supply: major disruption to electricity supply to greater than  
300 thousand consumers for longer than 18 hours.

•  International relations: significant damage to UK relationship with international 
partner country / organisation.

B

•  Economic impacts: £10 million to £100 million.
•  Fatalities in the UK: circa 9 to 40.
•  Evacuation and shelter: 200 to 1 thousand people evacuated over 3 days.
•  Public perception: minor impact owing to tens of thousands of UK citizens 

feeling more vulnerable.

•  Environmental damage or contamination: of the local area for 1 month OR of 
building for 1 year.

•  Essential services: lack of health and care services affecting 2% of the 
population for 12 hours.

•  Electricity supply: major disruption to electricity supply to greater than  
100 thousand people for longer than 18 hours.

•  International relations: moderate damage to UK relationship with international 
partner country / organisation.

A

•  Economic impacts: less than £10 million.
•  Fatalities in the UK: circa 1 to 8.
•  Evacuation and shelter: 50 people evacuated over 3 days.
•  Public perception: limited impact, small numbers of the public (less than  

tens of thousands) feeling more vulnerable.

•  Environmental damage or contamination: of a building for up to 1 month.
•  Essential services: lack of health and care services affecting 1% of the 

population for 6 hours.
•  Electricity supply: major disruption to electricity supply to greater than  

10 thousand people for longer than 18 hours.
•  International relations: moderate damage to UK relationship with any 

The impact scale indicators above set out the types and severity of impacts the UK might expect to see for the different level risks. 
The list above should NOT be read as a set of criteria that needs to be met in order for an assessed risk to be classified at these levels.

 

| 

What are the challenges?

Risk assessment at national level is complex, 
and any one methodology will face numerous 
challenges. In the context of the 2019 NSRA 
methodology, examples of challenges are as 
follows:
• confidence in the likelihood assessments 

varies – the confidence is greater for risks where 
there is a long and reliable history of incidence, 
whereas confidence in the likelihood assessment 
of malicious risks is limited as the landscape 
changes very fast

• scenarios vary in specificity across different 
categories of risk – RWCSs can mask cumulative 
risk as there could be numerous scenario 
variations with significantly different likelihood 
and impact scores

• comparing chronic and acute risks is 
challenging – defining an appropriate RWCS 
and quantifying its impact for risks that do not 
typically take the form of discrete events is 
difficult.

Our engagement with NSRA stakeholders 
alongside current and past chief scientific advisors 
and risk experts from industry and academia 
further highlighted some perceived limitations in 
the 2019 NSRA methodology. We have grouped 
these insights into several identified themes, which 
are explored in the rest of this annex.

Scenario design

Scenarios are a useful tool for understanding 
impact and creating planning mitigations; 
however, care must be taken not to place too 
much weight on a single RWCS, as different 
manifestations of a risk can require different 
responses or mitigation capabilities. Focusing on 
a single scenario can also mask cumulative risk. 
Confidence in a scenario is greater when there is 
a long and reliable history of incidence or a more 

static risk landscape. It can also be challenging to 
design useful scenarios for chronic risks that do not 
take the form of a discrete event. Development of 
scenarios should be about the process as much as 
any numerical outputs, and this process should be 
communicated to stakeholders.

Impact

Impact can be easier to assess for events 
that have occurred in recent memory, as the 
consequences (and potential cascade effects) 
are better understood. International examples 
can be helpful in capturing some risks that have 
not been realised domestically. However, when 
extrapolating from data-rich historical examples, it 
is difficult to be confident concerning the impacts 
when exploring potentially more impactful 
manifestations of a risk that have not yet occurred. 
Nonetheless, there remains a need for comparison 
between impacts for different risks.74 Any assumed 
mitigations affecting impact should be explicitly 
stated; otherwise, they may create a barrier to 
understanding the impacts of a scenario. Impact 
is also affected by daily context (eg a bad winter, 
with high hospital bed occupancy or preventing 
travel to work) and by mitigations enacted by other 
stakeholders (eg closed schools reducing staffing 
levels more than assumed in the scenario).

Likelihood

Likelihood assessment is especially challenging 
to quantify for events that have never occurred or 
for malicious threats. While historical data is very 
effective for quantifying the likelihood of events 
that happen relatively frequently, such as flooding, 
understanding the likelihood of infrequent events, 
such as pandemic influenza, with fewer data 
points is more challenging. Where likelihood can 
be derived based on historical precedent, care 
should be taken to account for changes in the risk 
landscape over time (eg climate change, which will 
change the accuracy of historic probabilities).

Annex III – Understanding the systemAnnex III – Understanding the system
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Assessment timelines

The timeline over which an assessment is made 
can change the likelihood of risk manifestation 
(eg a flood has a probability X of occurring within 
a year but a probability Y of occurring within 
five years). Short assessment timelines restrict 
the use of foresighting techniques and may not 
allow enough time to establish any strategic 
mitigation capabilities. For time- or resource-
poor stakeholders, such as LRFs, staying up 
to date with the changes can be a challenge. 
However, if assessment timelines are too long, the 
responsibility for action on mitigation, prevention, 
and preparedness can become unclear.75

Concurrent or cascading risks and 
interdependencies

There is a need to think about the interactions, 
cascades, and transfers between risks.iv Advancing 
multi-hazard assessment methods can provide 
techniques to analyse these interdependencies. 
However, quantifying the interdependencies 
between elements in the system is very 
challenging. Consideration of concurrent or 
cascading risks and interdependencies requires 
a significant change in mindset, compared 
to the current focus on individual risks. 
Consideration needs to be given to how complex 
interdependencies across risks are presented, 
so that it has a practical use or application for 
planning and response.

Data

The role of data varies depending on the risk. Data 
can be used to inform likelihood assessments, 
provide early warning of an imminent potential 
emergency and to monitor an emergency once 
it happens. Data is critical for some risks where 
there are local, national, or international examples 
or modelling that can inform the RWCS. For other 

risks, data or high-quality models may be less 
available or accurate, requiring an additional layer 
of qualitative assessment with expert judgement, 
such as a high-profile cybercrime incident. Where 
new data and models are used, the confidence 
in the data must be assessed. Asking the right 
questions of the aggregate data will be an 
important collaborative process. Assessment cycles 
provide an opportunity to assess what data is 
available now, what data could become available 
over the short, medium, and long term, and what 
could be made available quickly if there was a 
critical need.

External input and expertise

Where possible, external input and expertise should 
be used and supported by empirical evidence to 
ensure the assessment is robust and reduce the risk 
of groupthink (ie where individuals may overlook 
potential problems in the pursuit of consensus 
thinking). Whether the external input is robust is 
often dependent on who is in the room; sometimes, 
this can be limited by the fact that threat analysis 
is disconnected from responders on the ground 
because of security sensitivity.

Diversity and inclusion

Diversity and inclusion can be limited by 
restrictions on the sharing of the final risk 
assessments and through the information used 
to compile it. There are numerous mechanisms in 
development to combine different administrative 
data to help identify who may be at greatest risk. 
Consideration of disproportional impacts on certain 
groups is very limited, and which groups count 
as ‘vulnerable’ depends on the risk (eg major fire 
risks identify older men to be disproportionately 
impacted). It is important to call on the expertise 
of social scientists, as human behaviours are an 
important factor in risk assessment despite being 
inherently difficult to quantify.

iv See Annex V – Glossary for definitions

The process

The 2019 NSRA process was considered by some to 
be overly complex, with the assessment of different 
risks likened to “comparing apples and oranges”. At 
the local level, international and security risks in the 
NSRA can be difficult to meaningfully incorporate 
into local assessments, and chronic risks can 
cause confusion. Where national mitigation 
plans are required, it would be useful for LRFs to 
understand their role in that context. A lack of 
feedback between local, devolved, and national risk 
assessments and the risks they identify can result 
in a disconnect of priorities and reinforces the 
perception of a London-centric risk assessment.

The risk assessment process could be 
communicated better and more regularly to 
increase buy-in from LGDs. For some risk owners, 
there is a clear connection between their day-to-
day risk management and the NSRA process; for 
others, there is an opportunity to make it clearer 
what departments are meant to do with the 
information.

Assumptions

While reviewing the methodology, the Academy 
identified several assumptions upon which the 
2019 NSRA process appeared to be based. It was 
not clear to what extent these assumptions were 
communicated when risk owners were asked to 
contribute to the 2019 NSRA cycle. These were:
• developing RWCSs provides a mechanism for 

comparison of risks
• RWCS impact assessments enable the 

development of planning assumptions for 
national-level responses

• planning and building generic capabilities 
to address a RWCS would support effective 
management of more probable, lower-impact 
manifestations

• RWCSs and NSRA can be translated from the 
national to the local level

• the users of the NSRA can use RWCSs for 
planning and to consider variations around 
them.

Annex III – Understanding the systemAnnex III – Understanding the system
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Annex IV 
Recommendations for the NSRA

Our 2019 NSRA review made 13 practical 
recommendations based on the limitations of 
the 2019 methodology, which are presented 
below. Recommendations 1 to 12 are intended 
for immediate implementation, while 
Recommendation 13 is presented as a more radical, 
alternative ‘blank page’ approach.

Recommendation 1: The National Resilience 
Strategy should be used to implement a systems 
approach to risk and resilience across government. 
The purpose and role of the NSRA must be clearly 
communicated and how it fits into the wider UK 
risk and resilience landscape articulated.

Recommendation 2: The NSRA should primarily 
focus on acute risks, and chronic risks should be 
assessed through a separate but linked process.

Recommendation 3: A collaborative cross-
government study is needed to map the 
interdependencies between risks and in response 
and capability planning.

Recommendation 4: For each risk, a range of 
scenarios should be generated to explore 
uncertainty and additional planning requirements, 
improve the output, and deliver maximum value 
from the overall process. Where appropriate, the 
range of scenarios should be included in the NSRA.

Recommendation 5: To create a culture of 
preparedness, likelihood should not be the main 
driver for prioritisation, as this can be difficult to 
assess with a high degree of confidence across all 
risks. Decision-making should be driven by impact 
and preparedness linked to capability across 
prevention, mitigation, response, and recovery.

Recommendation 6: The NSRA review cycle should 
be transformed into a more agile, needs-based 
approach that can adapt to risks that evolve at 
different speeds.

Recommendation 7: The process and purpose 
of the NSRA must be clearly communicated to 
maximise its value and buy-in across government.

Recommendation 8: The security classification 
of the NSRA and its constituent parts should be 
reviewed to maximise participation and input from 
stakeholders and to bring in external expertise that 
draws upon the widest, most diverse, and critical 
perspectives.

Recommendation 9: The capacity, capability and 
structures to identify and assess emerging risks 
should be established and a review of the risks 
assessed at a local level undertaken to ensure the 
full breadth of risks are captured and planned for.

Recommendation 10: Opportunities for external 
expert participation should be identified across 
the whole process to ensure a robust challenge 
function and minimise groupthink.

Recommendation 11: Government should work 
with the Office for National Statistics and other 
public sector agencies and research organisations, 
such as the Alan Turing Institute, to use the next 
iteration of the NSRA to identify and establish new 
high-quality data for the risk assessment and 
response.

Recommendation 12: Any changes made to 
the NSRA should be formally recorded and 
evaluated, to better understand the impact of the 
methodology change on the overall process and to 
assess how well it meets its intended purpose.

Recommendation 13: The alternative approach 
proposed by the Royal Academy of Engineering 
should be piloted and developed, using a single risk 
with multiple variations, in the first instance, to trial, 
test, and build a greater understanding of how the 
NSRA could be approached more holistically with 
an impact against preparedness matrix. 

Annex V 
Glossary

Initial definitions are drawn in part from the Royal Academy of Engineering’s Safer 
Complex Systems project,76 the NRR,3 the Natural Hazards Partnership and British 
Geological Survey’s Review of environmental multi-hazards research and risk 
assessments,23 a Parliamentary Office for Science and Technology brief on evaluating 
natural hazards,70 and the World Health Organization. Many of these definitions were 
iterated by the Civil Contingencies Secretariat for inclusion in the national resilience 
strategy consultation.77

Capability: the people, infrastructure, and assets that provide the ability to be resilient

Emergency: an event or situation that threatens serious damage to human welfare or 
the environment; or war, or terrorism that threatens serious damage to security

Impact: the scale of harm or damage to human welfare, the environment, or the 
security of the UK

Interdependency: physical, digital, geographic, or organisational links that enable 
transfer or sharing of risk, failure, or mitigation – interdependency is a precondition for 
cascading risk

Likelihood: probability of an event occurring within a certain time frame

Multi-hazard event: the specific contexts where hazardous events may occur 
simultaneously, cascadingly, or cumulatively over time, and taking into account the 
potential interrelated effects.22 The type of relationship depends on the effect on the 
likelihoods and/or impacts of the hazards:23

• triggering relationship – one hazard triggering other hazards, or a series of triggering 
relationships forming a cascade or domino event

• amplification relationship – one hazard changing the landscape and thereby 
increasing the likelihood of other hazards occurring

These definitions are focused on hazards; however, they can also be applied to threats, 
while making note of any potential differences or gaps

Preparedness: actions taken in anticipation of an emergency to facilitate rapid, 
effective, and appropriate response to the situation

Resilience: the ability to anticipate, assess, prevent, mitigate, respond to, and recover 
from hazards, threats, disruptive events, and civil emergencies
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Risk: an event, person, or object that could cause loss of life or injury, damage 
to infrastructure, social and economic disruption, or environment degradation. 
The severity of a risk is assessed as a combination of its potential impact and its 
likelihood. The government subdivides risks into hazards and threats:
• acute risk: time-bound, discrete events (such as a major fire or a terrorist attack)
• cascading risk: the knock-on impacts of a risk that cause further physical, social, 

or economic disruption; for example, severe weather could cause flooding, which 
then causes damage to electricity infrastructure, resulting in a power outage that 
then disrupts communications service providers

• chronic risk: continuous challenges that gradually erode our economy, 
community, way of life, and/or national security (such as money laundering, or 
antimicrobial resistance)

• compound risk: when two or more events coincide in a space and/or time causing 
impacts greater than the sum of the two individual risks; for example, flooding in 
an area that is experiencing a disease outbreak

• concurrent risk: when two or more events coincide in space and/or time
• hazard: a non-malicious risk, such as extreme weather events, accidents, or the 

natural outbreak of disease, that has the potential to cause harm
• residual risk: the risk of harm that remains once risk reduction measures have 

been implemented
• risk-agnostic: the ability of a capability, process, or response to address ‘common’ 

impacts of risks (those impacts that occur across multiple scenarios)
• risk appetite: the amount of risk an individual, business, organisation, or 

government is willing to tolerate
• transferable risk: transfer of risk from one component in the system to another 

due to a mitigation
• triggering risk: a primary event that causes one or more secondary events; the 

secondary events might be identical or different from the primary event
• threat: a malicious risk such as an act of terrorism, hostile state activity, and 

cybercrime that has the potential to cause harm.

Vulnerability: the quality or state of being more prone or exposed to the impacts of 
hazards or threats; vulnerabilities could affect individuals, communities, assets, or a 
whole system, and may be caused by physical, social, economic, and environmental 
factors or processes.

Vulnerable groups: populations with physical, psychological, social, or geographic 
characteristics that limit their ability to anticipate, cope with, resist, and recover from 
the impacts of disasters, or result in a disproportionate share of the burden associated 
with emergencies:
• physical – includes the chronically ill and physically disabled, and persons living with 

immunodeficiency; pregnant women
• psychological – includes those with chronic and non-chronic mental conditions that 

may impair judgement in a crisis; those with a history of substance abuse and those 
who are suicidal or susceptible to homelessness

• social – includes those living in abusive families, people who are homeless, 
immigrants, refugees, and people living in poverty and suffering from its common 
consequences

• geographical considerations, owing to geography creating barriers and exacerbating 
inequality and creating vulnerable groups (eg isolation and slow response times 
in the Outer Hebrides; risks will be responded to differently in the Brecon Beacons 
compared to in the centre of Bristol)

• we should also take into account cases in which vulnerability is created or enhanced 
by race, ethnicity, age, sex, and income.

Annex V – GlossaryAnnex V – Glossary
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